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Legal Statement

Copyright © 2020, LSOFT TECHNOLOGIES INC. All rights reserved. No part of this documentation may
be reproduced in any form or by any means or used to make any derivative work (such as translation,
transformation, or adaptation) without written permission from LSOFT TECHNOLOGIES INC.

LSOFT TECHNOLOGIES INC. reserves the right to revise this documentation and to make changes in
content from time to time without obligation on the part of LSOFT TECHNOLOGIES INC. to provide
notification of such revision or change.

LSOFT TECHNOLOGIES INC. provides this documentation without warranty of any kind, either implied
or expressed, including, but not limited to, the implied warranties of merchantability and fitness for a
particular purpose. LSOFT may make improvements or changes in the product(s) and/or the program(s)
described in this documentation at any time.

All technical data and computer software is commercial in nature and developed solely at private expense.
As the User, or Installer/Administrator of this software, you agree not to remove or deface any portion

of any legend provided on any licensed program or documentation contained in, or delivered to you in
conjunction with, this User Guide.

Active@ Disk Clone Industrial, the Active@ Disk Clone Industrial logo, Disk Clone Industrial are
trademarks of LSOFT TECHNOLOGIES INC.

LSOFT.NET logo is a trademark of LSOFT TECHNOLOGIES INC.

Other brand and product names may be registered trademarks or trademarks of their respective holders.

Introduction

Disk Clone Industrial (drive duplication unit) is a vital tool used to manage and protect data. Why to
clone:

e Simplest case: Hard Disk Upgrade! Disk Clone can help to upgrade hard disk from old small disk
to a new larger one without re-installations of operating system and the applications

¢ OS Transfer: Cloning a disk with ANY OS installation enables to transfer OS to another hard drive
or much faster SSD without reinstalling

« Make a Duplicate Disk: If all the data on the current system installed disk are important, it is
necessary to do a complete backup of the source disk by cloning it to a target disk

+ Data Recovery: In order to avoid secondary damage to the hard disk during data recovery, it is
necessary to clone the disk and then restore what you want from the cloned disk

e "REBOOT AND REFRESH": an option for public computers

e« "RESET": to return a system to an original configuration with no personal data before selling or
giving a computer away
e Set up multiple computers with identical configurations

Related information
File Browser on page 65

Cloning Data

Disk cloning is an act of copying the contents of a computer's physical drive byte by byte onto another
physical drive. The contents are typically saved as a disk image file and transferred to a storage medium,
which could be another computer's hard drive or removable media such as a DVD or a USB drive.
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Disk Clone Industrial is an affordable industrial-grade disk duplication hardware solution supporting
parallel cloning of multiple disks. Easy to use, extremely quiet and energy efficient. Supports cloning
physical disks, ISO images or compressed Disk Images to different type of media: HDD/SSD/NVMe/USB.
Related tasks

Disk Clone

Related information

Clone Sources on page 80

Erasing Confidential Data

Modern methods of data encryption are deterring network attackers from extracting sensitive data from
stored database files.

Attackers (who want to retrieve confidential data) become more resourceful and look for places where
data might be stored temporarily. For example, the Windows DELETE command merely changes the files
attributes and location so that the operating system will not look for the file. The situation with NTFS is
similar.

One avenue of attack is the recovery of data from residual data on a discarded hard drive. When deleting
confidential data from hard drives, removable disks or USB devices, it is important to extract all traces of
the data so that recovery is not possible.

Most official guidelines regarding the disposal of confidential magnetic data do not take into account the
depth of today's recording densities nor the methods used by the OS when removing data.

Removal of confidential personal information or company trade secrets in the past might have been
performed using the FORMAT command or the FDISK command. Using these procedures gives users a
sense of confidence that the data has been completely removed.

When using the FORMAT command Windows displays a message like this:
Important: Formatting a disk removes all information from the disk.
The FORMAT utility actually creates new FAT and ROOT tables, leaving all previous data on the disk

untouched. Moreover, an image of the replaced FAT and ROOT tables is stored so that the UNFORMAT
command can be used to restore them.

FDISK merely cleans the Partition Table (located in the drive's first sector) and does not touch anything
else.

Disk Clone Industrial is able to erase data on entire drive with a choice of One Pass Zeros and One Pass
Random international disk sanitizing standards

Related tasks

Disk Erase

Related information

Erase Disk Concepts on page 96
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Disk Clone Overview

Disk Clone for Industrial Systems

This edition of Disk Clone is designed to provide a software solution for industrial workstations,
configured to service disks in high volumes. Disk Clone for Industrial Systems is distributed as a
software package that may be installed on a disk erase workstation and used to examine, erase and
even write images to individual or batches of disks. Highly customizable, the software is able to conform
to any company standards - erasure standards, examination type, reporting, error handling are only a
subset of the configurable settings Disk Clone supports. All elements of Disk Clone operations may be
documented in XML reports, PDF certificates, or even printable labels for erased hard drives. Versatile,
easy to navigate and rich in features, Disk Clone for Industrial Systems is the ideal disk cloning
solution for corporations to securely erase and clone hard drives as well as their images - simply and
efficiently.

Customizable interface allows to define layouts, batches and processing automation. Supports cloning Hard
Disk Drives, solid state drives (SSD) and latest NVMe disks, SATA and SAS disks, external disks via eSATA
and USB. Cloning any file systems and operating systems: Windows, Linux/Unix, MacOS.

Disk Clone is a powerful software that delivers the following main features:

e Parallel cloning of up to 20 disks from a single source

¢ Clone ALL known file systems and operating systems

e Fast erase data on entire drive, supports parallel erasing of large numbers of drives (hardware-
limited)

¢ Destroy data with a choice of One Pass Zeros or One Pass Random international disk sanitizing
standards

¢ Disk Clone allows you to write an image or copy a Master Disk/Partition to newly erased hard
drives with its cloning feature

e Sanitize and clone external disks (USB drives, external HDD/SSD) connected to both USB 2.0 and
3.1 ports

¢ Auto-erase mode sanitizes disks and prints certificates without of any user interaction
e Hot-swap operations are fully supported, erase could be auto-initiated upon HDD plug-in
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e Browse file systems on disk volumes and inspect particular sectors Hex Viewer on a low level
¢ Print different types of labels to be attached to hard disks after erase completion

e Provides enhanced information about disks and their attributes including S.M.A.R.T. monitoring
e And more...

Related information
Erase Methods (Sanitation Standards) on page 98

System Requirements

Disk Clone Industrialis designed to run on Linux and Windows operating systems with the following
minimum requirements:
Workstation

e IBM PC compatible machine
¢ Intel Pentium or higher

e 2 Gb of RAM

e 100Mb of free disk space

Video
e VGA (1024x768) resolution or better

Operating Systems

e Windows XP or higher
e Linux Kernel 2.x or higher

Drive Storage
Disk types supported:

o IDE

e ATA

e SSD

e SATA
e eSATA
e SCSI

e NVMe

Disk Clone Industrial works with all drives supported by the Operating System with read/write access

Related information
Disk Clone Installation and Distribution on page 12

Software Licensing

Disk Clone Industrial is supplied with a security USB key that contains number of licenses being
purchased (one license is required per slot where HDD/SSD is plugged into).
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Figure 1: Security USB license key

This key must be inserted into any USB slot on the PC before running Disk Clone software, otherwise
authorization error appears.

Software Updates

Disk Clone has a built-in update client to ensure you always have access to the latest version of the
application. To update, use the file menu bar to navigate to Help > Check for Updates

(&) Disk Clone Industrial Software Updates ?
| Disk Clone Industrial™ v. 1.1.21
\/ This wizard will help you update the software to be up to date
or rollback updates to the previous version.

Your version is the latest! Software update is not available

Version Installed Status
1.1.21 12-Mar-2020 Mew Version
|1.0.5 2020-03-12 15:27 _ First setup

/ |:| Rollback current version to the previously installed version

Figure 2: Checking for updates
Update dialog contains history of previously installed versions and updates.
If a new version or update is detected it can be downloaded and installed on the next wizard steps.

[ Note: Disk Clone stores your previously installed versions so you may roll back to any of your
older versions at any time.
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Getting Started with Disk Clone Industrial

This section describes the key features of Disk Clone Industrial and explains basic functionality.

File Actions Edit View Tools Help

B Disk Explorer I Application Log View X | @ Browsing F16 X | J Browsing Local System Root X || O
- Name Value
| = | ~ computer Developer info
B E OB R R ey e
Refresh Run Batch_ one Disk S Browse Disk Ul |

Elview . & customize Cloning data on 1 disks(s)
1

My Comput
L . N . n
Disk batches are used for automated actions applied for group of disks with the same action attributes at once. Ubuntu 18

@ Run Cloning data on 1 disks(s) disk batch

ATA ST3320310Cs
Serial: 9TX2PFHQ Type

-
Size: 298 GB
Status: 241;\:] .
§ 18.0-25-g
A =g < ) =, 4 4
.S, %], » , 8, @ ,3
E‘"—- =Y = 7 ) 7 > - > x86_64
N : . _
Start Disk DiEE Complete
Erase Clene . istard10-pc
15 istard10
ATA ST3320311CS ) n
| |52rial: 9VVF46a8 Type General Options User Li
e o o1 Clone source: |Bay 9 [sdd] - ||@ ng;t [I,(:\,r:,
% DiskErase ATA ST32000542AS 9.12.30 kd

Serial: 6XW1XWQ7 Type: Fixed Disk Size: 1.82 TB 11

@ Disk Clone Status: Read only
L 1.1.21

Confirmed clone targets:

Processing Report

Name Port Status |Serial Number |First Sector Total Sectors |Size

[é’ﬂ E-Mail Notifications [F] Bay 8 03:00.0:05 Warning 9TX2PFHQ 0 625,142,448 298 GB Smalle

w

@ Error Handling Info

% Developer ———|

Status
q ! [2 bays]
Print clone labels for each disk using Disk Label Preset: disk Label Preset
/1y, Disk Clone: Some of the clone targets are not valid for clening and will be skipped

Restore Defaults Show Advanced X Cancel

OQutput

6:09:02 PM EDT: Analyzing disk 'Fixed Disk 4 (/dev/sde)'...
6:09:02 PM EDT: Device sde inserted in bay Bay 8 (port id: ©3:00.0:05)
E:Af:-35 DM ENT: Analwuzina dick 'Fivad Dicl 3 { fdaw/edd)!
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File Actions Edit View Tools

Help

Disk Explorer

| B} Application Log view X ‘ @ Browsing F16 X ‘ ) Browsing

CICIH
3 B
o =]

®

Refrash

Run Batch_ = Clone Disk

all e

Stop_ = Browse Disk Disk Viewer
[E]view _ %8 customize _
L 2
ATA S§T32320310CS5 ATA ST322000542A5
= Serial: 9STXZPFHQ Type: Fixed Disk Serial: 6XW1XWQ7 N
Size: 298 GB Type: Fixed Disk 5Size: 1.B2 TB
Status: Status: Ready
(0x00
N : N
00:00:11 1 left
ATA S§T32320311C5
Serial: 9¥VF4648 Type: Fixed Disk
™| | size: 208 GB el e
Status: Ready
ATA ADATA SP900
o Serial: 2ZF3020020939
Type: Fixed Disk, 55D 5Size: 477 GB
Status: Waiting
File Actions Edit View Tools Help
Disk Explorer | Application Log View 3% ‘ & Browsing F16 X ‘ ) prowsing Lo
? %
=L . .
Refresh Run Batch_ | Clone Disk Stop_ | Browse Disk Disk Viewer
[E|view _ %3 customize _
L 2
ATA ST32320310CS5 ATA ST22000542A5
- Serial: 9TX2ZPFHQ Type: Fixed Disk Serial: 6XW1XWQ7 N O
Size: 298 GB Type: Fixed Disk 5ize: 1.B2 TB
Status: Status: Ready
™ N O
ATA ST32320311C5
Serial: 9VVF4648 Type: Fixed Disk
Bl <. 295 an NO DISK N O
Status: Ready
ATA ADATA SP200
o Serial: 2F3020020939
Type: Fixed Disk, 55D Size: 477 GB
Status: Read only
[

© 1999 - 2020 LSoft Technologies Inc.
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File Actions Edit View Tools Help

EH Disk Explorer

| Application Log View X ) Browsing Local System Root X F/

? 8 B E &

Refresh Run Batch_ | Clone Disk Stop_ | Browse Disk Disk Viewer
[E|view _ %3 customize _
1 2 3
ATA 5T32000542A5
Serial: 6XWI1IXWQT
= dplitg-oo-oa |oft || Type: Fixed Disk Size: 1.82 TB NO DI
i Status: Ready
ATA SAMSUNG HM250HI
- Serial: S20T)J9AZA433T74 NO DI
Type: Fixed Disk 5ize: 233 GB
Status: Ready
ATA 5T3320311C5
Serial: 9WVF4648 Type: Fixed Disk
M| ci-c. 208 GB NO DISK NO DI
Status: Busy
ATA ADATA SP900
o Serial: 2F3020020939

Type: Fixed Disk, SSD Size: 477 GB
Status: Ready

File Actions Edit View Tools Help
B pisk Explorer | Application Log View X ) 5rowsing Local System Root X FAT-32_PRIM (/dev/sdal) - Disk Viewer *|F :ropertles
— |Name
[z ?:‘ @ | ~ computer|
L2 L= = Q Modified|
Refresh Run Batch_ = Clone Disk Stop Browse Disk  Disk Viewer Unigue
\.-’iew . @Customize . Node Att
Name
5 d 2 Path
ATA ST32000542A5 ~ System In
Serial: GXW1XWQ7 Operatin
- S U C C E S S Type: Fixed Disk Size: 1.82 TB MO DISK P
Platform
Status: Ready
. Kernel ¥
Cloning data on 1 disks(s)
~
Disk batch processing completed successfully mpute
T er Nan
?IT e sion Ir
M| 5ize | Results Overview | Processing Attributes | Log cense
St ritie Status Erased (Wiped) Cloned Started at Duration eglstle\:<
~ B Bay 8 Success Erased Cloned 29/04/2020 18:43:25 00:00:46 Cloning sde completed successfully ornri]jct
- o Disk Erase  Success No Errors 29/04/2020 18:43:25 00:00:17 Disk Erase completed successfully & Vers
o Cloning sde Success No Errors  29/04/2020 18:43:44 00:00:27 Cloning sde completed successfully
(1]
erties
— o Cloning data on 1 disks(s) completed successfully
_ Contro
o Disk labels are available to print | Print Labels | v Batc
S/ Disk Processing Report skipped fle Dis
S Batch Processing Notification skipped Disk E
Jde
- . jde
v| Show this dialog next time
Output B
6:44:12 PM EDT: Validating disk 'Fixed Disk 4 (/dev/sde)'... =

© 1999 - 2020 LSoft Technologies Inc.
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Disk Clone Installation and Distribution

Disk Clone Industrial is distributed as a software solution with a DVD-ROM and security USB license.
DVD-ROM contains two installations:

¢ DiskCloneIndustrial-Setup.exe - installation for Windows OS
¢ DiskCloneIndustrial.run - installation for the Linux OS

Simply install the application into your data erasure workstation environment and configure it.

Launching and initial Configuration

[ Note: Before launching Disk Clone make sure the security USB stick is plugged into the
workstation's USB slot.

Upon first launching the application you will encounter the Disk Bay Layout Wizard.

E Create new Disk Bay Layout wizard ?

'j% Generate Disk Bay Layout

Physical disks are presented by disk bay controls grouped in rows to simulate actual
hardware layout for easy maintenance and visual hot-swap operations. Select one of
the predefined chassis layouts [recommended] or let the application generate a
layout by defining the number of bay rows and amount of disk bays for each row.

You can edit the active disk bay layout at any time in Disk Bay Layout tabbed view.

(® Load predefined layout
30-Destroyer W

() Generate default disk bay layout

() Automatically generate disk bays for all discovered disks

Execute Cancel

Figure 3: Disk Bay Layout Wizard

This menu allows you to initialize Disk Clone to display your hardware in an intuitive way. To illustrate the
purpose of this read this section on Disk Bay Layouts. This initial configuration can be done in 1 of 3 ways:

Load predefined layout
Here you can find 1 of our predefined layouts that may fit your system. If an appropriate layout is not listed
you may try the next option

Generate default Disk Bay layout

Define your hardware in terms of a disk array arranged in a X by Y grid of disks. You may make adjustments to
this later so this may just be a template to start from
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Automatically generate Disk Bays for all discovered disks

Defines your Disk Bay layout based on the disks recognized by your system's device manager. The disks
will be placed in their own individual row when the layout is generated. The result could be looking as the
following:

HH Disk Explorer Application Log View X 8] SMART Monitor X

T B B B B B

Refresh Run Batch_ Clone Disk Stop Browse Disk  Disk Viewer

[ view _| &8 Customize -

& Disk Bays 2
Lacal Devices 00:11.0:01 £ Bay & Ready 02:00.0:03
ATA ADATA SP900
My Computer K Serial: 2F3020020939 Type: Fixed Disk, S50
Size: 477 GB
Status: Ready
B Bay 2 No Disk 00:11.0:02 £ Bay 7 o Disk 03:00.0:04
NO DISK NO DISK
B Bay 3 HNo Disk 03:00.0:00 [ Bay 8 Ready 03:00.0:05
ATA 5T3320310C5
MO DISEK Serial: 9TX2ZPFHOQ Type: Fixed Disk Size: 298 GB
Status: Ready
E Bay 4 Ready 03:00.0:01 [ Bay 9 Ready 03:00.0:06 |
ATA SAMSUNG HM2Z50HI ATA ST32000542A5
GSerial: S20T]9AZA433T4 Type: Fixed Disk Serial: 6XWLXWQT Type: Fixed Disk 5ize: 1.82 TB
Size: 233 GB Status! Ready
Status: Ready
M Bay 5 MNo Disk 03:00.0:02 |F Bay 10 Ready 03:00.0:07
ATA 5T3320311C5
MO DISEK Serial: 9VVF4648 Type: Fixed Disk Size: 298 GB
Status: Ready
] b
Qutput (=]
11:27:57 AM EDT: Analyzing disk 'Fixed Disk 1 (/dev/sdb)'... -

11:27:56 AM EDT: Device sdb inserted in bay Bay & (port id: 03:.
11:27:40 AM EDT: Removing disk 'Fixed Disk 1 {(/dev/sdb)'...
11:27:39 AM EDT: Device sdb removed from bay Bay 6 (port id: @3..
10:99:01 AM EDT: Current version is up to date

10:08:58 AM EDT: Initialization completed

10:08:58 AM EDT: Ready

10:08:58 AM EDT: Analyzing disk 'Fixed Disk 64:1 {(/dev/nvmednl).. [,

Figure 4: Disk Bay View (automatically generated)



% Disk Explorer

e B X =

Application Log View X SMART Monitor X

Disk Viewer
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Refresh Run Batch_  Clone Disk Sto Browse Disk
. 4 customize _
Port Status Total Sectors  Platform Mame |Serial Number
- Hﬁ Bay 6 03:00.0:03 Ready 1,000,215,216 /dev/sdb 2F3020020939
@ Unallocated Space Ready 2,047
& 55D (/dev/sdbl) Ready 1,000,210,432
@ Unallocated Space Ready 2,736
] Bay 7 03:00.0:04 No Disk
| EEERE 03:00.0:05 Ready 625,142,448 /dev/sde 9TX2PFHQ
[~ FAT-32_PRIM (fdev/sdel) Ready 91,013,120
& Local Disk (/devisde2 Ready 392,495,104
& Extended Partition Ready 141,615,104
= ﬁ Bay 9 03:00.0:06 Ready 3,907,029,168 /dev/sdd BXWIXWQ7T
@ Unallocated Space Ready 2,047
@& NT-1 (/dev/sdd1) Ready 1,890,312,192
& F-1 (jdev/sdd2) Ready 2,016,698,368
@ Unallocated Space Ready 16,560
- ﬁ Bay 10 03:00.0:07 Ready 625,142,448 [dev/sda IVVF4648
@ Unallocated Space Ready 2,047
[~ FAT-32_PRIM (fdev/sdal) Ready 91,013,120
& ExFat-1 (/dev/sda2) Ready 392,495,104
@ Unallocated Space Ready 505
~ @& Extended Partition Ready 141,615,104
@ Unallocated Space Ready 63
& NTF5-111 (/dev/sda5) Ready 45,942,784
@ Unallocated Space Ready 62
& NTF5-222 (/dev/sdaB) Ready 95,670,272
@ Unallocated Space Ready 1,921
@ Unallocated Space Ready 16,567

Figure 5: Disk Bay Tree View (automatically generated)

Related information
Security Hardware
Disk Layout Overview on page 16

Navigating Disk Clone

Once the Disk Clone application is launched the main application's dashboard appears. From here you
can use any of Disk Clone's tools on your system. This section describes the main components of the
application. The full functionality and features of these components are discussed in their corresponding
sections later.



HH Disk Explorer App}ication Log View X [3) SMART Monitor X

B B B Is

Refresh Run Batch_  Clone Disk

Disk Viewer
[EE view _ {8 Customize —=m |
1 2

lE Bay 1

00:11.0:01 _E Bay & Ready 03:00.0:03
ATA ADATA SPS00
Serial: 2F3020020939 Type: Fixed Disk, 55D
NO DISK 4 Size: 477 GB
sl | | Status: Ready
[ Bay 2 00:11.0:02 [ Bay 7 03:00.0:04
NO DISK NO DISK
B Bay 3 03:00.0:00 [ Bay 8 Ready 03:00.0:05
ATA 5T3320310CS5
NO DISK Serial: 9TX2PFHQ Type: Fixed Disk Size: 298 GB

Status: Ready

E Bay 4 Ready
ATA SAMSUNG HMZ50HI
| Serial: S20T|9AZA43374 Type: Fixed Disk

03:00.0:01 [ Bay 9 Ready

ATA ST32000542A5
Serial: 6XW1XWOQT Type: Fixed Disk Size: 1.82 TB

03:00.0:06

1

| Getting Started with Disk Clone Industrial | 15

SMART Info

L]

Properties

Name -
~ Fixed Disk

@ Refresh 8 I‘

Device Model
Serial Number
Firmware Version
Capacity

ATA Version

ATA Standard
SMART Support

Off-line Data Collecti...
Self-test Execution 5t...
Time Off-line Data Co...
Off-line Data Collecti...

SMART Capabilities

Error Logging Capabil...

Shnrt Salftact Time

Batch Control

Hag New Batch 3
# Title Disk Mame Status
HH Disk Batch AXL1 [0 bays]

| Size: 233 GB Status: Ready
| Status: Ready
B Bay 5 MNo Disk 03:00.0:02 [ Bay 10 Ready 03:00.0:07
I ATA ST3320311CS
MO DIS K Serial: 9WVF4648 Type: Fixed Disk Size: 298 GB
Status: Ready
L] k
il |
Output — (G
11:27:57 AM EDT: Analyzing disk 'Fixed Disk 1 (/dev/sdb)'... -
11:27:56 AM EDT: Device sdb inserted in bay Bay 6 (port id: 03:.
11:27:40 AM EDT: Removing disk 'Fixed Disk 1 (/dev/sdb)'...
11:27:39 AM EDT: Device sdb removed from bay Bay 6 (port id: @3.
10:09:01 AM EDT: Current version is up to date
10:08:58 AM EDT: Initialization completed
10:08:58 AM EDT: Ready
10:@8:58 AM EDT: Analyzing disk 'Fixed Disk 64:1 (/dev/nvme@nl)..

Figure 6: Disk Clone Industrial application dashboard
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Here you can navigate between Disk Clone tabbed windows such as Disk Explorer, Application Log etc..

2 - Command Toolbar

The command toolbar is a dynamic toolbar that allows the user to perform Tabbed Window-specific actions

(depending on the context).
3 - View Selection

This View Selection (only available in Disk Explorer View) allows you to manipulate how the Bays are
displayed in the Windowed View as well as manipulating with type of graphics used to show the Bays in

Disk Bay View.
4 - Windowed view

Contains the window that is currently active. By default you can see here all HDD/SSD/USB disks attached to

the workstation.

5 - Output window
Contains the log of operations Disk Clone has performed.



6 - Batch control window
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The Batch control window is an easily accessible interface to create, delete and manipulate disk batches.

7 - Advanced tool tabs

These tabs allow to navigate between the different Advanced Tool windows.

8 - Advanced tool window

This window shows the data for the Advanced Tool selected. The window can be moved, popped out and re-

sized.

To browse through each of these Views click on the appropriate tab. You may also open a View from the
View menu.
File Actions Edit Tools Help

EH Disk Explorer ® Disk Bays SMART Monitor 3 Prope
Local Devices Name

- con

% My Computer M,
Refresh Run Batc Customize » Gk Disk Viewer LI

[Elview _ & custo | Properties

Organize ’

E Bay 1 No Disk

W Kiosk Mode Ctrl+T | |¥/| Output ctrl+o Y;

Serial: 2F30200209 Batch Control
N O DISK Size: 477 GB v Pl
Status: Ready | | W

To open any closed View just select it from the View menu.
The status bar at the bottom of the workspace shows the current status of the application or status of the
activity in progress.

Related information
Using Disk Clone on page 35
Property Views

Disk Layout Overview

The purpose of Disk Bay Layouts is to match Disk Clone's graphical disks' representation to your actual
hardware configuration making it easy to manage disks for cloning, erasure and more. To illustrate this
let's look at the example, using the hardware below:

Figure 7: Example of a generic disk array

In the example above we have a generic disk array consisting of 16 disks arranged in a 4x4 grid. The
machine using these disks would see the disks similarly to Disk Clone's Local Devices View:
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B Disk Explorer 2 Application Log View X 58] SMART Monitor X

] > i
s — =
B % % =
Refresh Stop  Stop Al File Browser Disk Viewer
| View .| &% customize _
Giskays — — e —— | —
o lLocal Devices U_I'Ii FAT-32 | ExFat-1 (/dev/sda2) U_I'Ii || |NTFS-:||1||NTFS-222 (f 1 U_I'Ii
Size | dev/ |/File System: exFAT Size: 187 GB | |Size ||« ||dev/ |« || dev/sda6) ¢ ||Size
My Computer sdal) *lsdas) |7 || |
File Sys File sy< || ||File System: N
Size: 298 GB Size: 43 gize- 3-|| ||5ize: 45.6 GB
sdb = |/ — L
U Ready Unalli||SSD (/dev/sdb1) unall
ATA ADATA SP900 Size: 1||File System: NTFS Size: 477 GB Size: ]
Serial: 2F3020020939
Type: Fixed Disk, 55D Size: 477 GB
L sdc =]
Ready l.l_nallncated
ATA SAMSUNG HM250HI Size: 233 GB
Serial: S20T)9AZAA43374
Type: Fixed Disk Size: 233 GB
L-f? sdd | | e | I
Ready Unalli | NT-1 (/dev/sdd1) F-1 (/dev/sdd2) Unall
ATA ST32000542A5 Size: 1||File System: NTFS Size: 901 GB File System: FAT32 Size: 962 GB Size: {
Serial: EXW1XWQ7
Type: Fixed Disk S5Size: 1.8B2 TB
o, sde | —
# = 67.5 GB (72,506,93!
- Ready FAT-32_PRI | Local Disk (/dev/sde2)
ATA ST3320310CS dlevfsdel}‘ File System: Unknown Size: 187 GB
Serial: 9TX2PFHQ Type: Fixed Disk | [il2 System:
Size: 298 GB Size: 43.4 G
Output EES]
11:27:57 AM EDT: Analyzing disk 'Fixed Disk 1 (/dev/sdb)'... -
11:27:56 AM EDT: Device sdb inserted in bay Bay 6 (port id: 03:00.0:03)
11:27:40 AM EDT: Removing disk 'Fixed Disk 1 (/dewssdb)'...
11:27:39 AM EDT: Device sdb removed from bay Bay 6 (port id: 03:080.0:83)
16:09:01 AM EDT: Current version is up to date
10:08:58 AM EDT: Initialization completed
10:08:58 AM EDT: Ready
10:08:58 AM EDT: Analyzing disk 'Fixed Disk 64:1 (/dev/nvme@nl}'... -

Figure 8: Local Devices View

Now imagine inserting a HDD into the bottom-leftmost Bay of the disk array. Even finding the device

in a list of 15 other disks would be tedious and not very intuitive. This is when creating a Disk Bay
Layout is extremely useful. By creating a 4x4 Disk Bay Layout we can map the physical ports to their
corresponding Bay in Disk Clone and visually see our disk array like this:
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HH Disk Explorer Application Log View X SMART Monitor X
Refresh Run Batch_  Clone Disk Stop Browse Disk  Disk Viewer
[ view _| %G8 customize _ —
® Disk Bays 2
Local Devicas 00:11.0:01 [ Bay 6 Ready 03:00.0:03
ATA ADATA SP900
My Computer K Serial: 2F3020020939 Type: Fixed Disk, 55D
Size: 477 GB
Status: Ready
H Bay 2 MNo Disk 00:11.0:02 B Bay 7 o Disk 03:00.0:04
NO DISK NO DISK
H Bay 3 No Disk 03:00.0:00 [ Bay 8 Ready 03:00.0:05
ATA 5T3320310C5
N O DIS K Serial: 9TX2ZPFHQ Type: Fixed Disk Size: 298 GB
Status: Ready
M Bay 4 Ready 03:00.0:01 [ Bay 9 Ready 03:00.0:06
ATA SAMSUMNG HM250HI ATA ST32000542A5
LSerial: S20T)9AZA43374 Type: Fixed Disk Serial: GXWLXWOQT Type: Fixed Disk Size: 1.82 TB
Size: 233 GB Status: Ready
Status: Ready
H Bay 5 Mo Disk 03:00.0:02 [ Bay 10 Ready 03:00.0:07
ATA 5T3320311C5
Serial: 9WWVF4648 Type: Fixed Disk Size: 298 GB
Ll el il Status: Ready
1 3
Qutput £
11:27:57 AM EDT: Analyzing disk 'Fixed Disk 1 (/dev/sdb)'... =

11:27:56 AM EDT: Device sdb inserted in bay Bay 6 (port id: 83:.
11:27:40 AM EDT: Removing disk 'Fixed Disk 1 (/dev/sdb)'...
11:27:39 AM EDT: Device sdb removed from bay Bay 6 (port id: @3.
16:89:01 AM EDT: Current version is up to date

10:88:58 AM EDT: Initialization completed

10:88:58 AM EDT: Ready

10:08:58 AM EDT: Analyzing disk 'Fixed Disk 64:1 (/dev/nvme@nl)..

Figure 9: Disk Bays View

Assuming that the Bays were mapped correctly finding the correct disk to manipulate with is now much
easier in the Disk Bays View than it would have been in Disk Bays View on page 28 or Local
Devices View on page 31. You can now select the bottom-leftmost disk in the Disk Bays View and
perform any necessary actions on it.

Related information

Editing Disk Bay Layouts on page 18

Export and Import of Disk Bay Layouts on page 22

Layouts Advanced Features on page 23

Editing Disk Bay Layouts

To create or edit current Disk Bay Layout select Edit > Edit Disk Layout in the menu or use a shortcut
CTRL + M.



¢
File Actions | Edit | View Teols Help
@Disk&cplor ﬁ?.q.:' Mew Batch iErase Log View
®E R B3 | Edit Batch
Delete Batch
E!View' @
Edit Disk Bay Layout Crl+M
M Bay7 R Select All Ctrl+A 79 [ Bay5 H
ATA WDC Y ATA TOSH
= | serial: zzn] W | Assign Baysto Serial: 85E
Status: Real il Detach Bays Status: Res
| )
\  Bay6 R
o ATAST32
Serial: 6X
Status: R

Figure 10: Opening the Disk Bay Layout View
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This will bring you to the Disk Bays Layout View where you can manipulate, save, import and create
Disk Bay Layouts.
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EH Disk Explorer Application Log View X 2] sMART Monitor X

[E view _ & Customize _

Use '+' symbols to add
disk bays at proper
direction. Drag'n'drop

Bay 2 Port: 00:11.0:02
Platform Name: Unassigned

Bay 3 Port: 03:00.0:00
Platform Name: Unassigned

Bay 4 Port: 03:00.0:01
Platform Name: Unassigned

Bay 5 Port: 03:00.0:02
Platform Name: Unassigned

al Il LI =
3] B R Q =

BH clear layout H& Done B cancel

| Bay 7 Port: 03:00.0:04

Platform Name: Unassigned

Bay 8 Port: 03:00.0:05
Platform Name: Unassigned

Bay 9 Port: 03:00.0:06
Platform Name: Unassigned

Bay 10 Port: 03:00.0:07
Platform Name: Unassigned

Output (=]E]
11:27:57 AM EDT: Analyzing disk 'Fixed Disk 1 (/dev/sdb}'... =
11:27:568 AM EDT: Device sdb rted in bay Bay 6 (port id: 03:..

11:27:40 AM EDT: Removing disk 'Fixed Disk 1 {(/dew/sdb)'...
11:27:39 AM EDT: Device sdb removed from bay Bay 6 (port id: 03..
10:89:01 AM EDT: Current version is up to date

10:08:58 AM EDT: Initialization completed

10:08:58 AM EDT: Ready

10:08:58 AM EDT: Analyzing disk ‘Fixed Disk 64:1 (/dev/nvme@nl).. _

Figure 11: Disk Bays Layout View

There are 2 types of layouts:

¢ Free Grid Layout allows user to place Disk Bay widget at any position, change Bay widget
size and its alignment (vertically or horizontally) individually for each Bay. Hence, user can create
relatively accurate mocking layout of actual (physical) disk Bay slots located on hardware chassis

e Table Layout is similar to Disk Bay Layout from previous versions. However, how user can re-size
or select Disk Bay widgets by using row and column headers

Creating a new layout

To create a new layout select either >Free Grid or Table layout option and start adding Disk Bays using
circled "+" symbols.
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= o~
E| View L‘_} Customize

Use "= symbols to add disk bays at proper direction.

Drag'n'drop disk bay controls by mouse at desired location. ﬁ}l Clear Ia;.-'oth % Done % Cancel
Double-click on labels to edit its value. Click Done to apply
Bay 17 Port: Removable o
Platform name: Unassigned
3 3
LEI
Bay 19 Port: 1-02-00 Platform name: Unassigned - FR-3
23 2%
22 22
== =
& g EE}
Bay 21 Port: 0-01-00 FPlatform name: Unassigned 2 2
w E - =
-5 L=
55 55
e BT

Figure 12: Editing Disk Bay Layout

If predefined layout already exists click Clear Layout to remove it and create a new one.

Editing Disk Bay layout

Click on circled “+" signs to add new Disk Bay widget on a side of existing one. New Disk Bay
widget size will be corresponded to adjusted Disk Bay

To re-size Disk Bay use mouse to drag it's right side or bottom

To set Disk Bay vertically-oriented use mouse to drag it's right side to shrink it until it changes to
vertical state.

To delete Bay(s) select it and press Delete keyboard key or use service menu by clicking “gear”
icon on left upper corner

Use mouse to drag-n-drop selected Disk Bay widgets to new location. If hovered location is invalid
Disk Bay widgets will be highlighted with crossed sign

To change disk label or port, click on corresponded labels on disk widget to start editing

To change Disk Bay attributes use menu by clicking on “gear” sign on selected Bay

@ Important: Due to different hard disk controller manufacture standards and platform limitations
physical disk port address format may vary.

[ Note: If both platform name and disk port are assigned to Disk Bay widget then platform name
is used for Disk Bay mapping.

Disk Bay Layout Wizard

To create a new layout using the wizard click Customize > New Layout Wizard. This will launch the
Disk Bay Layout Wizard
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B Create new Disk Bay Layout wizard ?

t‘% Generate Disk Bay Layout

Physical disks are presented by disk bay controls grouped in rows to simulate actual
hardware layout for easy maintenance and visual hot-swap operations. Select one of
the predefined chassis layouts [recommended] or let the application generate a
layout by defining the number of bay rows and amount of disk bays for each row.

You can edit the active disk bay layout at any time in Disk Bay Layout tabbed wview.

(®) Load predefined layout
30-Destroyer W

-:::Z- Generate default disk bay layout

() Automatically generate disk bays for all discovered disks

Execute Cancel

Figure 13: Disk Bay Layout Wizard
This configuration of a new layout can be done in 1 of 3 ways:

Load predefined layout

Here you can find one of our predefined layouts that may fit your system. If an appropriate layout is not listed
you may try the next option.

Generate default Disk Bay layout

Define your hardware in terms of a disk array arranged in a X by Y grid of disks. You can make adjustments to
this later so this may just be a template to start from. Table-style layout will be created.

Automatically generate Disk Bays for all available physical ports

Defines your Disk Bay Layout based on the disks recognized by your system's Device Manager. The disks will
be placed in their own individual row when the layout is generated.

@ Warning: Make sure to save the layout by clicking Done otherwise your layout WILL be lost.

With the old layout cleared out you now have a new layout ready to be configured to your machine.

Saving and Reverting changes
Click Done button to commit any changes to the application View layout.

[ Note: Done will apply current change to the application session so the changes will be seen in
the Disk Bays View and even be loaded in future application launch. These changes will not affect
the .dbl file.

Click Cancel to revert any changes you made to the layout.

Export and Import of Disk Bay Layouts

Once a Disk Bay Layout is configured it can be saved and later used with other Disk Clone
configurations. This is done with the Export and Import features.
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Exporting a Disk Bay Layout

Layouts are saved using the Disk Bay Layout command tool bar's commands. Select Customize then
Export Layout as... in the drop down list of commands. This will open a dialogue where the layout can
be configured by setting the Title, Description, File name and path to save the layout to. Once these
settings are configured click Save and the layout will be saved as a .dbl file in the specified location.

Save disk bay layout as... %
(=] y lay

To save disk bay layout in separate profile provide file name, title with brief
E description for future reference and dick Sawve button to confirm the action.

Title: Disk bay layout

Description:  pyjep bay layout profile

(]

Disk bay layout profile:  disk-bay-layout.dbl

Save Cancel

Figure 14: Export Disk Bay Layout dialog

Title
Enter any label to distinguish newly created Disk Bay Layout to differentiate it among
other Disk Bay Layouts.

Description
Describe all the specs and features of the new Disk Bay Layout.
Layout profile name

Select the name of the file that the Disk Bay Layout will be saved as. File extension
should remain as .dbl.

Importing a Disk Bay Layout

Saved Disk Bay Layouts are imported into separate application sessions using the Import feature. In the
command tool bar select Customize and Import Layout. Select the desired Disk Bay Layout (.dbl file)
in the file explorer window and click Open.

This will import the Disk Bay Layout into the current application session. Finally, click Done to update the
disks in the Disk Explorer and the import should be complete.

Layouts Advanced Features

Once a Disk Bay Layout is created there are a number of actions that can be performed to format or
manipulate the layout and appearance of the disks in the Disk Clone application.

Locking Disks

In order to prevent accidental deletion of important disks Disk Clone supports locking of disks. Once a
disk is locked no write operations are allowed to be performed on the drive. To do this simply find the disk
that needs to be locked and execute Bay Locked menu command from the Change disk bay attributes
drop down menu:
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!@View . @Customize .

Use '+' symbols to add disk
bays at proper direction. B clear layout Hg Done Cancel
Drag'n'drop disk bay controls by

Bay 2 Port: 00:11.0:02 Bay 7 Port: 03:00.0:04

~ | {Platform Name: Unassigned Platform Name: Unassigned
Bay Locked
Bay 3 Port:| [l Assign Bays to * lay 8 Port: 03:00.0:05

w | Platform Nan Eg Detach Bays atform Name: Unassigned
Bay Locked

Clone Source ay 9 Port: 03:00.0:06

- Platform Wan A Delete atform Name: Unassigned
Bay 5 Port: 03:00.0:02 Bay 10 Port: 03:00.0:07
| Platform Name: Unassigned Platform Name: Unassigned

Figure 15: Locking a disk to prevent accidental destruction

[Elview _ %8 cCustomize _
L 2
E Bay 1 Mo Disk 00:11.0:01 || Bay 6 nf_---?r_m!v Locked 03:00.0:03
= ATA ADATA SP200
Serial: 2F3020020939 Type: Fixed Disk, 55D
NO DISK Size: 477 GB
Status: Read only
E Bay 2 No Disk 00:11.0:02 |E Bay 7 o Disk 03:00.0:04
™
NO DISK NO DISK
E Bay 3 No Disk 03:00.0:00 |2 Bay 8 Ready 03:00.0:05
ATA 5T3320310C5
) N O DIS K Sarial: 9TX2PFHQ Type: Fixed Disk Size: 298 GB
Status: Ready
= Bay 4 Ready 03:00.0:01 | Bay @ Ready 03:00.0:06
ATA SAMSUNG HM250HI ATA ST32000542A5
= | | serial: 520T)9AZA43374 Type: Fixed Disk Serial: 6XW1XWQT Type: Fized Disk Size: 1.82 TB
Size: 233 GB Status: Ready
Status: Ready
E Bay 5 HNo Disk 03:00.0:02 |E Bay 10 Ready 03:00.0:07
ATA 5T3320311C5
n N O DIS K Serial: 9VVF4648 Type: Fixed Disk Size: 298 GB
Status: Ready

Figure 16: Locked Bay

Locking Clone Source

Disks that are planned to be used as master copy for Disk Clone could be marked in Disk Bay Layout by
selecting Disk Bay and clicking Clone Source from the Change disk bay attributes drop down menu.
Hence, disks marked this way will be protected from accidental destruction and also will be available in
devices' list as source for disk cloning.
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Saving and Reverting changes
Click Done button to commit any changes to the application View layout.

[5) Note: Done will apply current change to the application session so the changes will be seen in the
Disk Bays View and even be loaded in future application launch. These changes will not affect the
.dbl file.

Click Cancel to revert any changes you made to the layout.

Disk Explorer

The Disk Explorer is a default View and interface for the Disk Clone application. All the attached HDD/
SSD/USB disks are visualized can be selected and manipulated here. New procedures like erasure can

be initiated from here as well as displaying statuses and progress for actions performed with disks. There
are 3 available main Views: Disk Bays View on page 28, Local Devices View on page 31 and My

Computer View on page 33

HH Disk Explorer Application Log View X SMART Monitor X
B &H W& T &
Refresh Run Batch_  Clone Disk Stop Browse Disk  Disk Viewer

[ view _| %% customize e

® Disk Bays 2
Local Devicas 00:11.0:01 [ Bay 6 Ready 03:00.0:03
ATA ADATA SP900
My Computer K Serial: 2F3020020939 Type: Fixed Disk, 55D
Size: 477 GB
Status: Ready
H Bay 2 MNo Disk 00:11.0:02 B Bay 7 o Disk 03:00.0:04
NO DISK NO DISK
H Bay 3 No Disk 03:00.0:00 [ Bay 8 Ready 03:00.0:05
ATA 5T3320310C5
N O DIS K Serial: 9TX2ZPFHQ Type: Fixed Disk Size: 298 GB
Status: Ready
M Bay 4 Ready 03:00.0:01 [ Bay 9 Ready 03:00.0:06
ATA SAMSUMNG HM250HI ATA ST32000542A5
LSerial: S20T)9AZA43374 Type: Fixed Disk Serial: GXWLXWQT Type: Fixed Disk Size: 1.82 TB
Size: 233 GB Status: Ready
|| | Status: Ready
H Bay 5 Mo Disk 03:00.0:02 [ Bay 10 Ready 03:00.0:07
ATA 5T3320311C5
N O DIS K Serial: 9WWVF4648 Type: Fixed Disk Size: 298 GB
Status: Ready
1 3
Qutput EE
11:27:57 AM EDT: Analyzing disk 'Fixed Disk 1 (/dev/sdb)'... =
11:27:56 AM EDT: Device sdb inserted in bay Bay 6 (port id: 83:.
11:27:40 AM EDT: Removing disk 'Fixed Disk 1 (/dev/sdb)'...

11:27:39 AM EDT: Device sdb removed from bay Bay 6 (port id: @3.
16:89:01 AM EDT: Current version is up to date

10:88:58 AM EDT: Initialization completed

10:88:58 AM EDT: Ready

10:08:58 AM EDT: Analyzing disk 'Fixed Disk 64:1 (/dev/nvme@nl)..

Figure 17: Disk Bays View
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Disk Explorer ‘ 2 Application Log View X 58] SMART Monitor X

P 5 % g

Refresh Stop Stop A File Browser Disk Viewer
|E?i-ew _| %% customize _
Giskays — — e —— | —
o lLocal Devices Una ||FAT-32 | ExFat-1 (/dev/sda2) Una ||y ||NTFS-: |1 || NTFS-222 1] 1 ||Una
Size | dev/ |/File System: exFAT Size: 187 GB | |Size ||« ||dev/ |« || dev/sda6) ¢ ||Size
My Computer sdal) " sdas) e Suctem: N°
: File Sys File Sys e system:
Size: 298 GB Size: 4 ciza: >-|| ||Size: 45.6 GB
Bﬂ sdb I I
Ready Unalli | |SSD (/dev/sdbl) Unall
ATA ADATA SP900 Size: 1||File System: NTFS Size: 477 GB Size: ]
Serial: 2F3020020939
Type: Fixed Disk, 55D Size: 477 GB
e sde =]
Ready l.l_nallncated
ATA SAMSUNG HM250HI ST e el
Serial: S20TJ9AZA43374
Type: Fixed Disk Size: 233 GB
, sdd | | e | I
Ready Unalli || NT-1 {/dev/sdd1) F-1 (/dev/sdd2) Unall
ATA ST32000542A5 Size: 1||File System: NTFS Size: 901 GB File System: FAT32 Size: 962 GB Size: {
Serial: 6XW1XWQ7
Type: Fixed Disk Size: 1.82 TB
. sde | —
# = 67.5 GB (72,506,93!
= Ready FAT-32 PRI | Local Disk (/dev/sde2)
ATA ST3320310CS dgvfsdel]" File System: Unknown Size: 187 GB
Serial: 9TX2PFHQ Type: Fixed Disk || File System:
Size: 298 GB Size: 43.4 G
Output @
11:27:57 AM EDT: Analyzing disk 'Fixed Disk 1 (/dev/sdb)'... -
11:27:56 AM EDT: Device sdb inserted in bay Bay 6 {(port id: 03:00.0:83)
11:27:40 AM EDT: Removing disk 'Fixed Disk 1 (/dewssdb)'...
11:27:39 AM EDT: Device sdb removed from bay Bay 6 (port id: 03:00.08:83)
16:09:01 AM EDT: Current version is up to date
10:08:58 AM EDT: Initialization completed
10:08:58 AM EDT: Ready
10:08:58 AM EDT: Analyzing disk 'Fixed Disk 64:1 (/dev/nvme@nl}'.. -

Figure 18: Local Devices View

© 1999 - 2020 LSoft Technologies Inc.
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HH Disk Explorer Application Log View X SMART Monitor X

@ v 3

Refresh Disk Viewer Map Network Share  Mount Disk Image

[EE|view _| %5 customize _

Disk Bays ~TIName Status Type File System WVolume Name Size

Local Devices po @ Unallocated Space Ready Unallocated Unallocated 1.0¢
e “# FAT-32_PRIM (/dev/sdal) Ready Volume FAT32 FAT-32_PRIM  43..

_ ev/sdal) @ ExFat-1 (/dev/sda2) Ready Volume exFAT ExFat-1 18
# ExFat-1 (/dev/sda2) @ Unallocated Space Ready Unallocated Unallocated 25
@ Unallocated Space @ Unallocated Space Ready Unallocated Unallocated 31
@ Unallocated Space “# NTFS-111 (/dewv/sda5) Ready Volume NTFS NTFS-111 21.4
# NTF5-111 (/dev/sda5) @ Unallocated Space Ready Unallocated Unallocated 31.
@ Unallocated Space “# NTFS-222 (/dev/sdaB) Ready Volume NTFS NTF5-222 45.1
# NTF5-222 (/dev/sda6) @ Unallocated Space Ready Unallocated Unallocated 96
@ Unallocated Space @ Unallocated Space Ready Unallocated Unallocated 8.0t
@ Unallocated Space
v & sdc
@ Unallocated Space
v & sdd

@ Unallocated Space
@ NT-1 (/dev/sdd1)
‘# F-1 (jdev/sdd2)
@ Unallocated Space
» & sde = |77 .

Output @ ®
11:27:57 AM EDT: Analyzing disk ‘Fixed Disk 1 (/dev/sdb}'... a
11:27:56 AM EDT: Device sdb inserted in bay Bay & (port id: 03:00.0:03)
11:27:40 AM EDT: Removing disk 'Fixed Disk 1 {(/dew/sdb)'...

11:27:39 AM EDT: Device sdb removed from bay Bay 6 (port id: 03:80.0:03)
10:89:01 AM EDT: Current version is up to date

10:08:58 AM EDT: Initialization completed

10:08:58 AM EDT: Ready

10:08:58 AM EDT: Analyzing disk ‘Fixed Disk 64:1 (/dev/nvme@nl)"...

Figure 19: My Computer View

An additional toolbar helps to execute frequently performed tasks. It contains the following buttons with
drop-down menus:
View
The disk explorer supports a range of different Views to use when performing Disk Clone
actions, each with their own customizable settings for different use cases.
Customize
These settings (different for each View) let you customize appearance for better
experience for each View.
Related information
Preferences on page 75
Disk Bays View on page 28
Local Devices View on page 31
My Computer View on page 33
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Disk Bays View

This View displays the disks configured in the Disk Layout Editor. The Bays are grouped by their row,

colored by the batch color, and show the current status of the disk. If any operations are being performed
on the disk the operation status and progress are displayed.

HH Disk Explorer Application Log View X [55] SMART Monitor X
Refresh Run Batch_  Clone Disk Stop Browse Disk  Disk Viewer
[E] view _|&# Customize _
[ New Layout Wizard 2
=] Bay 1 @ |mp|:|rt La)fOth onl 03:00.0:03
o
L] Eﬁ Export Layout as... 939 Type: Fixed Disk, 55D
| Show Partitions
B Bay 2 Toggle Rows as Columns - LEBIE
o Show Disk Bays in Tree View 0O DISK
Edit Disk Bay Layout Ctrl+M
H Bay 3 No Disk 03:00.0:00 [ Bay 8 Ready 03:00.0:05
ATA 5T3320310C5
m N O DIS K Serial: 9TX2ZPFHQ Type: Fixed Disk Size: 298 GB
Status: Ready
M Bay 4 Ready 03:00.0:01 [ Bay 9@ Ready 03:00.0:06
ATA SAMSUMG HM250HI ATA ST32000542A5
= | | serial: S20T)9AZA43374 Type: Fixed Disk Serial: GXWLXWOQT7 Type: Fixed Disk Size: 1.82 TB
Size: 233 GB Status: Ready
Status: Ready
H Bay 5 MNo Disk 03:00.0:02 [ Bay 10 Ready 03:00.0:07
ATA 5T3320311C5
i N O DIS K Serial: 9WVF4648 Type: Fixed Disk Size: 298 GB
Status: Ready

Figure 20: Disk Bays View

Customize menu
New Layout Wizard
Launches the Disk Bay Layout Wizard
Import Layout

Imports saved (exported) layout (*.dbl)



Import disk bay layout
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Look in: B /root - @ 9 0 B &|E
& computer Name v |Size Type Date Modified
—— sna Folder 4/28(2...:57 AM
P root E ) P i i 28/
disk-bay-layout.dbl 1.64 KiB dbl File  5/13/20 1:56 PM
File name: Open
Files of type: | Disk Bay Layout Files (*.dbl) * || M Cancel
Figure 21: Disk Bay Layout Import
Export Layout as..
Exports custom (built) layout (*.dbl)
| | e VErsmri
B .
] Bay2-3 Ready PhysicalDrive10 |[F Bar b
> Hardware Informa
— : T
Unallocatl BH Save disk bay layout as.. mation
Size: 465 C mber
] Bay 2-4 Languag
I To save disk bay layout in separate profile provide file name, title with brief .
Unallocat E description for future reference and didk Sawve button to confirm the action. - Version
Size: 233 € o
ption Cod|
Disk bay layout profile: disk-bay-layout.dbﬂ le Langu
Title: | Disk Bay Layout e
re Carron
Description: | ; ; Ies
Y- Disk bay layout profile _,
turer
e for ¢
rget O35
hysical SMART In
by Bay
hy=zicall
By Bay Z-7 [port i1d: Unassigned) 5 e Tt @Ef”t
hysicalDrivel3)'. .. & Title Disk
ay Bay 2-6& (port id: Unassigned)
hvsicalDrivel2)'... 4 @ Erase AXlLz [2 ban
Bair 2-58 (nnart dd- TTnaasoinmed) o

Figure 22: Disk Bay Layout Export

Show Partitions
Show or hide additional layout for partitions and volumes.

Toggle Rows as Columns
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This setting can be toggled on/off to display the rows (defined by the Disk Bay Layout) as

columns in the Disk Bays View.
Show Disk Bays in Tree View

Switches Disk Bays View to Tree View for user convenience and customization related

to the one configured in Disk Layout Editor.

B Disk Explorer ‘ B} Application Log View X SMART Monitor X
@ B B B ®H H
Refresh Run Batch_ | Clone Disk  Stop Browse Disk  Disk Viewer
BE view _|%3 Customize _|
Name [ New Layout Wizard tch Name Platform Name |Serial |*
~ BH Row | B Import Layout
FH Bay HH Export Layout as...
B 83y [v] Show Partitions
EH Bay [v] Show Live Volumes
- [ Bay v| Show Removable Devices Idev/sdc 520T)¢
~& s : S fdevfsdc S20T)¢
G v| Show Device Item in Disk Bay
B Bay ¥ Group by Chassis Rows
- EH Row v| Show Unassigned Bays
~ [ Bay v| Show Disk Bays in Tree View sdev/sdb 2F302
-~ s Edit Disk Bay Layout Ctrl+M Jdevisdb 2F302
@ Unallocated Space Ready
-‘ SSD (/dev/sdbl) Ready
% 55D {/dev/sdbl) Ready 36EF-¢
@ Unallocated Space Ready
B Bay 7 03:00.0:04 Mo Disk
~ [ Bay 8 03:00.0:05 Ready Jdev/sde 9TX2P
~ &F sde 03:00.0:05 Ready jdevisde 9TX2P
r & FAT-32_PRIM (/dev/sdel) Ready
+ @& Local Disk (/dev/sde2) Ready
& Extended Partition Ready —
1 ¥
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Refresh Run Batch_

i o®

Clone Disk Stop

|view _ 8% Customize _
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Application Log View X SMART Monitor X

el

Browse Disk

Q

Disk Viewer

| Name Port Status Total Sectors | Platform Name  Serial Number
- Eﬁ Bay 6 03:00.0:03 Ready 1,000,215,216 /dev/sdb 2F3020020939
@ Unallocated Space Ready 2,047
& ssD (fdev/sdbl) Ready 1,000,210,432
@ Unallocated Space Ready 2,736
HH Bay 7 03:00.0:04 Mo Disk
| [EERE 03:00.0:05 Ready 625,142,448 /dev/sde 9TX2PFHQ
& FAT-32_PRIM (/dev/sdel} Ready 91,013,120
& Local Disk (/dev/sde2) Ready 392,495,104
& Extended Partition Ready 141,615,104
= @ Bay 9 03:00.0:06 Ready 3,907,029,168 /dev/sdd 6XW1XWQ7
@ Unallocated Space Ready 2,047
& NT-1 (/dev/sdd1) Ready 1,890,312,192
& F-1 (/dev/sdd2) Ready 2,016,698,368
@ Unallocated Space Ready 16,560
- @ Bay 10 03:00.0:07 Ready 625,142,448 (dev/sda 9VVF4648
@ Unallocated Space Ready 2,047
& FAT-32_PRIM (/dev/sdal} Ready 91,013,120
& ExFat-1 (fdev/sda2) Ready 392,495,104
@ Unallocated Space Ready 505
~ @& Extended Partition Ready 141,615,104
@ Unallocated Space Ready 63
@& NTF5-111 (/dev/sdas) Ready 45,942,784
@ Unallocated Space Ready 62
@ NTF5-222 (/dev/sda6) Ready 95,670,272
@ Unallocated Space Ready 1,921
@ Unallocated Space Ready 16,567

Figure 23: Tree View Layout

Edit Disk Bay Layout

Opens Disk Layout Editor for current layout customization or creating a new layout.

Related information

Disk Explorer on page 25

Local Devices View on page 31
My Computer View on page 33
Disk Layout Overview on page 16

Local Devices View

Local Devices View shows all disks recognized by OS and available for application in a List View:
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HH pisk Explorer Application Log View X SMART Monitor X
b .
B 5 = )
Refresh Stop Stop Al File Browser Disk Viewer
[Eview _ &3 customize _
N |}
p =in Show System Devices - | | B § | —
~  Reac |y| Show not Ready Devices 2 E.Tth-t (fdeva’:::_? 187 GB g_l'li V|| NTFS-1 |1 | NTES-222 (f 1 g_l'li
ATA 5T332 i ile System: ex ize: ize |\¢||dev/ ||¢| dev/sda6) ¢ ||Size
e Show Removable Devices L :::2:“ File System: N°
Size: 298 G COmpaCt View ] Slva: Size: 45.6 GB
5 sdb B | e— —
Unall | SSD (/dev/sdb1) Unall
ATA ADATA SP900 Size: 1||File System: NTFS Size: 477 GB Size: 1
Serial: 2F3020020939
Type: Fixed Disk, SSD Size: 477 GB
# = sdec =
= Ready Unallocated
ATA SAMSUNG HM250HI Size: 233 GB
Serial: S20T)9AZA43374
Type: Fixed Disk Size: 233 GB
sdd | — | ——— || —
Ready Unalli ||NT-1 (/dev/sdd1) F-1 (/dev/sdd2) Unall:
ATA ST32000542A5 Size: 1||File System: NTFS 5ize: 901 GB File System: FAT32 Size: 962 GB Size: &
Serial: BXW1XWQ7
Type: Fixed Disk Size: 1.82 TB
iy Sde E | —
r,..__‘@' = 67.5 GB (72,506,93!
Ready FAT-32 PRI | Local Disk (/dev/sde2)
ATA ST3320310CS dlevfsdell File System: Unknown Size: 187 GB
Serial: 9TX2PFHQ Type: Fixed Disk | |File System:
Size: 298 GB Size: 43.4 G

Figure 24: Local Devices View

Customize menu
Show System Devices
Displays the disk where OS installed

Show Not Ready Devices
Displays devices not yet initialized and used by OS
Show Removable Devices
Displays all removable and externally connected disks (such as USB's)
Compact View
Changes the layout of the Disk View from display block to inline block orientation.
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“¥ PhysicalDrivel Ready ATA S5T32000542A5 SCSI Disk Device Serial: 6XW1EGSZ Type: Fixed Disk Size: 1.82TB F
C______________________________________________________________________________________________________________|
Unallocated
Size: 1.82 TB

&7 PhysicalDrive2 Ready ATA 5T31608155V SCSI Disk Device Serial: 9RXDBQ6T Type: Fixed Disk Size: 149 GE [
]
Unallocated
Size: 149 GB

“F PhysicalDrive3 Ready ATA 5T3320310C5 SCSI Disk Device Serial: 9TX2RBAL Type: Fixed Disk Size: 298 GB &
C______________________________________________________________________________________________________________|
Unallocated
Size: 298 GB

&F PhysicalDrived Ready ATA ST3320310CS SCSI Disk Device Serial: 9TX09ETC Type: Fixed Disk Size: 298GB [
]
Unallocated
Size: 298 GB

Related information

Disk Explorer on page 25

Disk Bays View on page 28

My Computer View on page 33

My Computer View

My Computer View presents the Disk Bay Layout in a standard list form, much like the disks in
Windows Explorer. Disk Bays are grouped by row and can be colored according to their batch color.
Information such as disk status, serial number, partitioning are shown in list form next to their respective
Disk Bays. Properties window at the right side displays attributes of the currently selected object.
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B Disk Explorer Application Log View X [ SMART Monitor X

@ y g

Refresh Disk Viewer Map Network Share  Mount Disk Image

iEE|view _|%3 Customize _
~ Hj My C¢ [v] Show My Computer Size Date Created Date Modified
~ & cdy Show System Disk 100 bytes 4/29/20 5:16 PM 4/29/20 5:16 PM
& u v| Show Unallocated Partitions g.blf 64.0 KB 4/29/20 5:16 PM 4/29/20 5:16 PM

@ F| i gContainer00000000000000000001  10.0 MB 4/29/20 5:16 PM  4/29/20 5:16 PM
V| Show Devices

@ E gContainer00000000000000000002 10.0 MB 4/29/20 5:16 PM  4/29/20 5:16 PM
. Show Removable Disks

Gu"Y
= Show Not Ready Devices

v Y

~ @ N |v| Navigator Pane
~ (3 $Extend
+ ) $RmMetadata
G $Txf
3 $TxflLog
@ Unallocated Space
@ NTF5-222 (/dev/sdaB)
@& Unallocated Space
@ Unallocated Space
~ & sdc
@ Unallocated Space
~ & sdd
@ Unallocated Space
@ NT-1 (fdev/sdd1])
# F-1 (fdev/sdd2)
@ Unallocated Space
~ &P sde *][4 C

Figure 25: My Computer View

Customize menu
Show My Computer
Displays all devices that are detected by the system Device Manager.

Show System Disk
Displays the disk containing the Operating System. This is off by default to prevent
accidental erasure of the system.

Show Unallocated Partitions
Displays partitions that may not yet been formatted.

Show Devices

Switches between display of devices (physical disks containing volumes) and "volumes
only" display.

Show Removable Disks
Displays removable media storage (USB Flash Disk, External USB etc.).

Show Not Ready Devices

Displays devices that may not yet been initialized and accessed by the OS.
Navigator Pane

Shows/hides Navigator Pane (on the right side of the View)

Related information
Disk Explorer on page 25



Disk Bays View on page 28
Local Devices View on page 31

Using Disk Clone
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Disk Clone Industrial is a powerful industrial tool to provide disk cloning and erasure solutions for large
workstations with many disks. The features in the Disk Clone Industrial software are built with this goal
in mind. This section describes the key features of the software and how they are used to erase/clone
single disks and images to large batches. The software is highly customizable and this guide will help get
you started with configuring Disk Clone Industrial for your system and using it to the full potential.

Disk Clone

To clone a disk (or image to a disk) follow the steps below.

1. Navigate to the Disk Bays View on page 28 and select a disk to clone. For multiple selection use Ctrl
+Left Mouse Click or row\column selection buttons. If none of drives is selected, the user must select

the source and targets on the next step.

EFH Disk Explorer Application Log View X Sl sMART Monitor X
e B8 B & H
= i
S| o)
Refresh Run Batch_  Clone Disk Browse Disk
g View _ @ Customize _
1 ] >
E Bay1l 1 00:11,0:01 Bay 6 03:00.0:03
- ATA .‘\".:".I'I.-I.J'\\ﬁ|:'TIC:E;: ~ )
N O DIS K L: '.L.:l:.:'JE;.UUAL'.'.*.' ¥ Fixed Disk, 55D
'y i B
| |3 paxeo : nn-11 n-n2 = Bay 7 03:00.0:04
| B Clone Disk
N | === )
| B Browse Disk NO DISK
[ Disk viewer Ctrl+H
EE Bay 8 Ready 03:00.0:05
&g Set Serial Number... SIS NaINEs
" | 3 rial: 9TX2ZPFHQ Type: Fixed Disk Size: 298 GB
S atus: Ready
Set Port »
- ) Bay 9 Ready 03:00.0:06
ATl g Assign Bays to " 'a sT32000542A8
] lﬁ Detach Bays :ltils::ﬁ:ev:;.:wﬁf Type: Fized Disk Size: 1.82 TB
— @ Refresh F5
B E Bay 10 Ready 03:00.0:07
| ('1;? SMART Info ‘A 5T3320311CS
n | . ey - B i e
: .\1ij PI’DF.'.IE“I'L'.IE'S E4 :Lzls.:gpgz-ﬂ!'ﬁds Type: Fixed Disk Size: 298 GB

Figure 26: Disk Bays View disk's selection
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2. Click Clone Disk in main or context menus (Actions > Clone Disk as alternative) and select targets

(if one disk was selected in previous step) or select source (if multiple disks were selected) and click
Clone.

B Disk Explorer | Application Log View X SMART Monitor X

B B 8 &

Refresh Run Batch_ | Clone Disk  Stop Browse Disk Disk Viewer

[E|view _ %3 cCustomize _

gﬁ!tre;;t clone targets and click Clone to initiate Disk | 3 Clone | — |
- NO |DIsK
B Bay 2 No Disk 00:11.0:02 [ Bay 7 No Disk 03:00.0:04
™~
NO DISK NO DISK
B Bay 3 Mo Disk 03:00.0:00 |7 Bay 8 Ready 03:00.0:05
ATA 5T3320310CS
) NO DISK . Serial: 9TX2ZPFHQ Type: Fixed Disk Size: 298 GB
Status: Ready

[ Bay 4 Read only Clone Sou :00.0:01 (] Bay 9 Ready 03:00.0:06
| | ATA SAMSUNG HM250HI _ | ATA 5T3200054245

Serial: S20TJOAZA43IITA Type: F Disk Serial: BXWI1XWOQT Type: Fixed Disk Size: 1.82 TB

ze! 233 GB Status: Ready
atatus: Read only |
B Bay 5 No Disk 03: =02 !l-ym Ready 03:00.0:07
In \‘ ATA 5T3320311C5
NO DISK Serial: 9VWFA4648 Type: Fixed Disk Size: 298 GB

Status: Ready

Figure 27: Targets selection for cloning
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Disk Explorer ‘ Application Log View X | SMART Monitor X ‘

% @ @

Refresh = Run Batch_ Clone Disk  Stop _ Browse Disk  Disk Viewer

iew _ % Customize

Select clone source or click Next to continue. | MNext | | HE cancel |
Ll Serial: 2F3020020939 Type: Fixed Disk, S50
NOQDISK Size: 477 GB
Status: Read only
H Bay 2 No Disk \ 00:11.0:02 E Bay 7 No Disk 03:00.0:04
™~
NO DISK NO DISK
H Bay 3 No Disk 03:00.0:00 [ Bay 8 Ready 03:00.0:05
ATA 5T3320310C5
m NO DISK Sarial: 9TX2ZPFHQ Type: Fixed Disk Size: 298 GB
Status: Ready
[l Bay 4 Read only Clone Source03:00.0:01 (M Bay 9 Ready 03:00.0:06
ATA SAMSUNG HM250HI ATA ST32000542A5
= || serial; S20TJ9AZA43374 Type: Fixed Disk Serial: GXWLXWOQT Type: Fixed Disk Size: 1.82 TB
Size: 233 GB Status: Ready
Status: Read only
Bay 5 [o Disk 03:00.0:02 [ Bay 10 Ready 03:00.0:07
ATA 5T3320311C5
i NO DISK Sarial: 9VVFA4648 Type: Fixed Disk Size: 298 GB
Status: Ready

Figure 28: Source selection for cloning
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3. Next is the main work cycle settings' dialog. Available (configurable) options are:

e General Settings on page 76

e Disk Erase on page 44

¢ Disk Clone on page 35

e Processing Report

e E-mail Notifications on page 92
e Error Handling on page 90

Cloning data on 1 disks(s)

@ Run Cloning data on 1 disks(s) disk batch
Disk batches are used for automated actions applied for group of disks with the same action attributes at once.

[T

Er@—i; Y =B ) fﬁg = = ) { ) 4 ) Eg

Disk

Start Clane Complete
@ General Options
S Clone source: |Bay 8 [sde] > 1_@
&3 Disk Erase ATA 5T3320310C5
Serial: 9TX2PFHQ Type: Fixed Disk Size: 298 GB
2= Disk Clone Status: Read only

Confirmed clone targets:

= Processing Report

= Name Port |Status |Serial Number |First Sector |Total Sectors |Size
Li_’“ E-Mail Notifications i Bay 10 03:00.0:07 Ready 9VVF4648 0 625,142,448 298 GB
@ Errer Handling Print clone labels for each disk using Disk Label Preset: | Default Disk Lab

of Press Start to begin batch processing

Restore Defaults Show Advanced & start X cancel

Figure 29: Cloning options

User is able to review and edit cloning options:
Clone Source
Selected bay or image as a source for cloning

Confirmed clone targets
Selected targets (Bays) where to clone

Print clone labels for each disk using Disk Label Preset is an optional feature for providing a
specific label for each disk in work cycle according to presets.

[ Note:
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r @ Batch General Options

= . Clone source: |Bay 4 [sdc] hd lﬁl

C‘% BiakRrass ATA SAMSUNG HM250HI

Serial: S20T)9AZA43374 Type: Fixed Disk Size: 233 GB
Q Disk Clone Status: Read only
Confirmed clone targets:
» Batch Report . . .
P Name Port |Status Serial Number First Sector |Total Sectors  Size
r@ E-Mail Notifications 7 Bay 4 03:00.0:01 Target declined 520T|9AZA43374 0 488,397,168 233
H# Bay9  03:00.0:06 Ready EXWIXWQT 0 3,907,029,168 1.82

. .@ Error Handling i Bay 10 03:00.0:07 Ready 9VVF4648 0 625,142,448 298

Print clone labels for each disk using Disk Label Preset: | Default Disk Label Preset

Start copy to sector: |0

/1, Disk Clone: Some of the clone targets are not valid for cloning and will be skipped

Restore Defaults Show Advanced

@ start || X cancel

Figure 30: Targets will be DECLINED if configuration is invalid

Start copy to sector stands for specifying a sector where the cloning starts and
considered as a advanced feature activated by pressing Show Advanced button:

b @ Batch General Options

— . Clone source: |Bay 4 [sdc] - | @
"/"-‘S? Qiak Erane ATA SAMSUNG HM250HI
Serial: S20T)9AZA43374 Type: Fixed Disk Size: 233 GB
@ Disk Clone Status: Read only

Confirmed clone targets:
77 Batch Report

Name Port |Status Serial Number First Sector Total Sectors | Size
r@ E-Mail Notifications % Bay 4 03:00.0:01 Target declined S20T)9AZA43374 0 488,397,168 233
ﬁ Bay 9 03:00.0:06 Ready BXWIXWQT 0 3,907,029,168 1.82
. .& Error Handling [ Bay 10 03:00.0:07 Ready VVF4648 0 625,142,448 298
1 »
Print clone labels for each disk using Disk Label Preset: | Default Disk Label Preset
Start copy to sector: |0 e

/1, Disk Clone: Some of the clone targets are not valid for cloning and will be skipped

Restore Defaults Show Advanced r-— & start | X Cancel

4. When all the settings are verified press Start button. The work cycle starts and user is able to see
the progress in Disk Bays and Local Devices Views. The progress bar represents the percentage
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of disk space processed. As the procedure progresses the percentage increases and estimated time is

recalculated.

[5) Note: If preliminary Disk Erase on page 44 procedure is configured and selected (activated),

it starts first, right before an actual cloning.

Disk Explorer | Application Log View X SMART Monitor X

© ol

Refresh Run Batch_ | Clone Disk Stop_ = Browse Disk Disk Viewer

-View o @Customize

1 F
E Bay 1 No Disk 00:11.0:01 ([ Bay 6 Read only Locked 03:00.0:03
- ATA ADATA SP900
Serial: 2F3020020939 Type: Fixed Disk, S5D
NO DISK Size, 477 GB
Status: Read only
E Bay 4 Busy Clone Source 03:00.0:01 |M Bay 9 Ready 03:00.0:06
ATA SAMSUNG HM250HI ATA ST32000542A5
| | serial: S20T)9AZA43374 TypeNFixed Disk Serial: 6XW1XWQT Type: Fized Disk Size: 1.82 TB
Size: 233 GB Status: Ready
Status: Busy
E Bay 5 No Disk \. 03:00.0:02 |E Cloning sda
" ="N-\__. From sdc
NO DISK 359 te 00:00:05 elapsed
0:00:09 |eft
HH Disk Explorer ‘ Application Log View X SMART Monitor X
I T
R S| =
Refresh Stop  Stop All File Browser Disk Viewer

_\r‘iew < @Cust{:—mize .

@ sda |

Ready

ATA 5T3320311CS
Serial: 9WVF4648 Type: Fixed Disk
Size: 298 GB

From sdc

% complete 00:00:04 elapsed 00:00:11 left

sdb =
90U pead only
ATA ADATA SP900

Serial: 2F3020020939
Type: Fixed Disk, 55D 5ize: 477 B

nall | SSD (/dev/sdbl)
Size: 1||File System: NTFS Size: 477 GB

Unall
Size: .

ATA SAMSUNG HM250HI U_nallocated
Serial: S20T)9AZA43374 Size: 233 GB
Type: Fixed Disk 5Size: 233 GB

@:::y"/-’f‘ . [

Figure 31: Disk Clone Progress (Local Devices & Disk Bays Views)
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Disk Explorer | Application Log View X SMART Monitor X
% = @ ﬁ Clone Disk
Refresh | Stop Stop All | File Browser Disk Viewer el Browse Disk
[Elview _ %8 customize]. % Disk Viewer Ctrl+H
@ sda = &g Set Serial Number. I
Ready &g Reset Hidden Areas...
ATA 5T3320311CS
Serial: 9¥YVF4648 Type: Fi Disk
Size: 298 GB
= sdb ‘ |
U pead or Unall | 55D (/dev/sdb1)
ATA ADATA SP900 Size: 1||File System: NTFS §
Serial: 2ZF3020020939
Type: Fixed Disk, SSD Size: 477 GB
TREERSR S - @ SMART Info
sdc = @) Properties F4
Busy
ATA SAMSUNG HM250HI Unallocated
Serial: S20T)9AZA43374 Size: 233 GB
Type: Fixed Disk Size: 233 GB

Figure 32: User is able to STOP the process at any time (main menus and context menu)

When the work cycle is succeeded (or failed) the Processing Report on page 49 dialog appears for
reviewing and further actions.

Disk Explorer | Application Log View X SMART Monitor X
B s <
Refresh =~ Stop  Stop All 0 File Browser  Disk Viewer

-View 2 @Customize .

@ sda =]

Ready

aTa sT3320311C5 S U C C E S S

Serial: 9WVF4648 Type: Fixed Disk

Serial: 520T)9AZA43374
Type: Fixed Disk 5Size: 233 GB

Size: 298 GB

= sdb E | — —

20 pead or Unall | SSD (/dev/sdb1) Unall
ATA ADATA 5P900 Size: 1||File System: NTFS Size: 477 GB Size: .
Serial: 2F3020020939
Type: Fixed Disk, SSD Size: 477 GB
@ sdc B

Ready Unallocated

ATA SAMSUNG HM250HI Size: 233 GB
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B Disk Explorer ‘ Application Log View X SMART Monitor X

® B

Refresh ~ Run Batch_

5 B ¥

Clone Disk Stop Browse Disk  Disk Viewer

[E]view _ %8 customize _

ol

Size: 233 GB
Status: Ready

Serial: S20T)9AZA43374 Type: Fixed Disk

1 2
H Bay 3 No Disk 03:00.0:00 £ Bay 8 Ready Erased; Cloned; 03:00.0:05
NO DISK S UCUCUE S S
B Bay 4 Ready 03:00.0:01 [ Bay 9 Ready 03:00.0:06
ATA SAMSUMNG HM250HI ATA ST32000542A5

Serial: BXWLXWQT Type: Fixed Disk Size: 1.82 TB
Status: Ready

B Bay 5 MNo Disk

NO DISK

r‘ Bay 10 Raad only Clone Source Erased; 03:00.0007

ATA ST3320311C5
Serial: 9VWVFA4648 Type: Fixed Disk 5Size: 298 GB

Status: Read only

Figure 33: Disk Clone Success (Local Devices & Disk Bays Views)

Related tasks
Disk Erase on page 44

Mount Disk Image on page 42

Related information

Clone Sources on page 80
Disk Label Presets on page 86

Mount Disk Image

To use image file as a data source for one or several disks

© 1999 - 2020 LSoft Technologies Inc.
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1. To open the Mount Disk Image dialog do one of the following:

Run Disk Batch AXL1 disk batch
Disk batches are used for automated actions applied for group of disks with the same action attributes at once.

R, & L8, @

Disk Batch C let
Clone Report omplete
Clone source: |{Selectclone source> | |:| |E|

ﬁ Disk Bay clone sources

) &7 Bay 4 [sdc]
Confirmed clor
i Mounted disk images
r Total Sectors

(Name | <(Click to mount Disk Image> p Size
4 Bay 4 0 488,397,168 233
@ E-Mail Notifications 4 Bay o 0 3,907,029.168 1.82
H#A Bay 10 0 625,142,448 298
m Error Handling
L] b
Print clone labels for each disk using Disk Label Preset: | Default Disk Label Preset
9 Disk Clone: No valid clone source selected
| Restore Defaults | | Show Advanced | & start | X cancel |

Figure 34: Mount Disk Image selection

Clone Sources

Define master-copy disk, like image file or other physical disks in a system as a source for disk cloning.
Use disk bays as predefined location of master-copy source disk.

Mark disk bays to be used as master-copy source slot for disk clone operations. Disks inserted in these bays will be locked to deny any
application Read/Write activity.
You can also use mounted (opened) disk image files for the master-copy source.

# |Disk Bay Port Status Platform Name  Serial Number Partitioning  First Sector Total Sectors  Size

~ &3 Disk Bays as clone sources
1 [(1H
2 [1H
3 OH
4 @ Bay 4 03:00.0:01 Read only /dev/sdc 520T)9AZA43374 MBR (Basic) 0 488,397,168 233 GB
5 EE| )
6 @ Bay 6 03:00.0:03 Read only /dev/sdb 2F3020020939 MBR (Basic) 0 1,000,215,216 477 GB
7 B |
8 @ Bay 8 03:00.0:05 Ready jdev/sde 9TX2PFHQ MBR. (Basic) 0 625,142,448 298 GB
9 @ Bay 9 03:00.0:06 Ready Jdev/sdd BXWIXWQT MBR {(Basic) 0 3,907,029,168 1.B2TB
10 @ Bay 10 03:00.0:07 Ready Jdev/sda IVVF4648 MBR. (Basic) 0 625,142,448 298 GB

~ 4§ Mounted disk images
No mounted Disk Images

¥

Add master-copy source (virtual disk) emulated from disk image file: |@ﬂcunt Disk Image | [# Close Disk Image

v| Autoload mounted Disk Images at every application start

’ & ok ]|xgancel

Figure 35: Mount Disk Image selection (Preferences)

© 1999 - 2020 LSoft Technologies Inc.
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2. Mount Disk Image dialog appears:

(B Mount Disk Image

tiopen) disk image from file. Successfully opened disk image will appear in devices tree and will be assighed to virfual

Disk Image file name: | Ch\Users\useridisk_images\

Caption (Display name}:

Cancel Help

Figure 36: Mount Disk Image dialog

Disk Image file name
Full path to the image file
Caption (Display name)

Enter any label to distinguish newly opened (mounted) disk image among other devices
and disks.

3. Confirm and open disk image
Click OK to mount a Disk Image.

If disk image opens successfully then disk image node appears in Disk Explorer View and will be
available as a clone source in Clone Sources on page 80 tab and in drop-down list of clone sources in
task dialog.

Related tasks
Disk Clone

Disk Erase

Fast disk erase is a core part of Disk Clone functionality. Individual disks (or batches of disks) can be
erased during the process of cloning according to the standards with just a few clicks.

[E) Note: User is not able to activate the Erase Procedure without subsequent Cloning. For effective
erasure using more than 20 required international sanitation standards (U.S. DoD 5220-22M,
Canadian OPS-II, British HMG IS5 Enhanced, US Army AR380-19, German VSITR, Peter Gutmann
etc.) use LSoft's premium product KillDisk Industrial https://www.killdisk-industrial.com

To add an erase procedure to the work cycle:


https://www.killdisk-industrial.com
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1. Navigate to the Erase Disk tab when you go through the clone settings and check the Use Disk
Erase box as shown below.

Cloning data on 1 disks(s)

7] Run Cloning data on 1 disks(s) disk batch

= Disk batches are used for automated actions applied for group of disks with the same action attributes at once.

Lg:'; » =B | =X N =

3
Start Disk E

Clone Complete

@ General Options Use Disk Erase

I.,._; ¥ Disk Erase

|;.*__fg Disk Clone

Processing Report

7 ; e
I‘-iﬂ E-Mail Notifications
@ Error Handling

of Press Start to begin batch processing

Restore Defaults Show Advanced & start X Cancel

Figure 37: Erase Tab

2. The Disk Erase Options tab provides settings' configuration for the Disk Clone erase procedures.
The same erase options for each batch could be set through Edit Batch Attributes on page 63 dialog.
Choose the erase method from dropdown list.

3. If erasure verification is required select it and set a percentage of disk to be verified after erase
procedure.
After the erasure is completed this feature scans the entire drive evenly and verifies the integrity of the
erase operation. This option is the percentage of the sectors to check across the disk. Most standards
specify 10% as an accurate sample size for the verification.

4. Click Start button to begin the disk erase process (with the following cloning)



| Using Disk Clone | 46

5. Observe erase process

When the Erase procedure begins you see the disk area representation as a progress bar as well as an
erase method and its progress. The progress bar represents the percentage of disk space processed. As
the procedure progresses the percentage increases and estimated time is recalculated.

EFH Disk Explorer | Application Log View X SMART Monitor X

s <«

Refresh | Stop Stop All | File Browser Disk Viewer
\.Fiew o @ Customize

@ sda O Erasing sda
Busy
ATA 5T3320311CS

Serial: 9¥VF4648 Type: Fixed Disk
Size: 298 GB

ss5 Random: pass 1 of 1 (Random)
ete 00:00:09 elapsed 00:00:14 |eft

e sdb E - I
Read or Unall ||SSD (/dev/sdbl) Unall
ATA ADATA SP900 Size: 1||File System: NTFS Size: 477 GB Size: *

Serial: 2F3020020939
Type: Fixed Disk, 55D 5Size: 477 GB

'ﬁ sdc =

Waiting

ATA SAMSUNG HM250HI Unallocated
Serial: S20TJ9AZA43374 Size: 233 GB
Type: Fixed Disk Size: 233 GB

B Disk Explorer ‘ Application Log View X SMART Monitor X

® B &5 4 =g

Refresh Run Batch_ | Clone Disk Stop_ | Browse Disk Disk Viewer

[ view _ @Customize .

1 2
H Bay 1 No Disk 00:11.0:01 | Bay 6 Read only Locked 03:00.0:03
B ATA ADATA SP900
Serial: 2F3020020939 Type: Fixed Disk, S50
NO DISK e
Status: Read only
E Bay 4 Waiting Clone Source03:00.0:01 (M Bay 9 Ready 03:00.0:06
ATA SAMSUNG HM250HI ATA ST32000542AS5
= | | serial: S20T)9AZAA3374 Type: Fixed Disk Serial: GXWLXWOT Type: Fixed Disk Size: 1.82 TB
Size: 233 GB Status: Ready
Status: Waiting
M Bay 5 Mo Disk 03:00.0:02 |[] Erasing sda
. pass 1 of 1 (0x0000001
NO DISK 00:00:07 elapsed
00:07 left

Figure 38: Disk Erase Progress (Local Devices & Disk Bays Views)

User is able to STOP the process at any time (main menus and context menu)

© 1999 - 2020 LSoft Technologies Inc.



Disk Explorer ‘ & Application Log | Clone Disk
e LIEI IO | Browse Disk
% : Ed Browse Disk
= & & Disk Viewer
Refresh Run Batch_ = Clone Dlsk’ Stop | I
= o &3 Set Serial Number...
[E]view _ %8 customize _ / @ )
&g Reset Hidden Areas...
1 /_
B Bay 1 Mo Disk /  oo:a10:01 CECPOL

fi Assign Bays to

Ctrl+H

N 0 D I S K Lﬁ DEIECV
B Bay 4 Waiting Clone Source03:00.0:0] _ Stop

bl

[

ATA SAMSUNG HM250HI ‘g Refresh F5
| | sarial: S20T|9AZA43374 Type: Fixed Disk
Size: 233 GB
btﬁ;s: Waiting @ SMART Info
B Bay 5 MNo Disk 03:00.0:03 ‘1) Properties F4
" One Pass Zergs: pass 1 of 1 (0x000000(
NO DISK 37% ¢ ete  00:00:07 elapsed
i 00:00:07 left
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When the erasing is done with no errors, the final stage starts immediately: data cloning from source to

all the successfully erased disk(s).

© 1999 - 2020 LSoft Technologies Inc.
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6. When all the procedures are completed the Disk Bays and Local Devices Views report the status of
the work cycle

B Disk Explorer Application Log View X | [ SMART Monitor X

® B B s W

Refresh Run Batch_ | Clone Disk Stop Browse Disk  Disk Viewe
.Vlew - @Customlze .
1 2
H Bay 3 No Disk 03:00.0:00 [ Bay 8 Ready Erased; Cloned; 03:00.0:05
NO DISK S UCUCUE S S
B Bay 4 Ready 03:00.0:01 [ Bay 9 Ready 03:00.0:06
ATA SAMSUMNG HM250HI ATA ST32000542A5
Serial: S20T)9AZA43374 Type: Fixed Disk Serial: GXWLXWOQT Type: Fixed Disk Size: 1.82 TB
Size: 233 GB Status: Ready
Status: Ready
E ans No D'Sk. “:on-n:nz |_| Bay 10 Re I Clone Source 03:00.0007
ATA 5T3320311C5
N O DIS K Searia QWFJGJST pe: Fixed Disk Size: 298 GB
Ctatus: Res
B Disk Explorer Application Log view X | [E&] SMART Monitor X
B sss =« &

Refresh Stop Stop A File Browser Disk Viewer

:@View _ @ customize _

. sda _|
Ready

—
ATA ST32320311C5 S U ‘ : ( : E S S
Serial: 9WVF4648 Type: Fixed Disk

Size: 298 GB

5 sdb E | — —
Unall | SSD (/dev/sdb1) Unall
ATA ADATA SP900 Size: 1||File System: NTFS Size: 477 GB Size: :
Serial: ZF3020020939
Type: Fixed Disk, 55D 5Size: 477 GB

# sdc =]

Ready Unallocated

ATA SAMSUNG HM250HI Size: 233 GB
Serial: S20T)9AZA43374
Type: Fixed Disk 5ize: 233 GB

Figure 39: Disk Erase (and Cloning) Completed (Local Devices & Disk Bays Views)

At the final stage user is able to review results (logs, processing reports and attributes) and print Disk
(clone) Labels for processed disks.
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Cloning data on 1 disks(s)

@ Disk batch processing completed successfully

Results Overview | Precessing Attributes | Log

Title Status |Erased (Wiped) |Cloned
~ B Bay 10 success Erased Cloned
o Disk Erase Success No Errors
Cloning sda Success No Errors

& Cloning data on 1 disks(s) completed successfully
o Disk labels are available to print
% Disk Processing Report skipped

W Batch Processing Notification skipped

Started at Duration

14/05/2020 08:59:25 00:00:37 Cloning sda completed successfully
14/05/2020 08:59:25 00:00:18 Disk Erase completed successfully
14/05/2020 08:59:45 00:00:17 Cloningfsda completed successfully

Print Labels

V| Show this dialog next time

Figure 40: Summary

Related information

Erase Methods (Sanitation Standards) on page 98
Processing Report on page 49

Labels and Reports on page 51

Processing Report

Once Disk Clone finishes processing all the tasks, a summary dialog appears. It contains all of the
information regarding to the operation(s). For example, it includes information like disks operated on,
status of cloning and erasure, logs and all associated labels and reports.

% Disk batch processing completed successfully

Results Overview | Processing Attributes | Log

Title Status Erased (Wiped) Cloned
- Bay 10 Success Erased Cloned

o Disk Erase Success No Errors

o Cloning sde Success No Errors

of Cloning data on 1 disks(s) completed successfully
of Disk labels are available to print

&/ Disk Processing Report has been issued

Started at Duration
2B8/05/2020 15:03:10 00:00:34
2B8/05/2020 15:03:10 00:00:16
2B8/05/2020 15:03:28 00:00:17

3

Print Labels

Browse Open

of Batch Processing Notification has been sent to: testing@lsoft.net

Figure 41: Example of task complete dialog

v| Show this dialog next time
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Results Overview window contains the options for the successful erasure:

Title

All the devices processed are displayed with their success/failure status in TreeList-format.
Status

An actual status (success/fail)

Erased

Status of the disk erase operation

Cloned

Status of the disk clone operation

Started at

Time & date of operation's start

Duration
Duration of the operation

Processing Attributes window contains all the status and attributes of the operations (as more detailed
View)

-
@ Disk batch processing completed successfully

Results Overview Processing Attributes Log

Name Value Description |*
Batch Title Cloning data on 1 disks(s)
Started 28/05/2020 16:21:14
Elapsed Time 00:00:34
Result Success
Virtual
- Disk Erase Attributes
Title Disk Erase
Range Whole disk
~ Error Handling Options
Use Disk Lock Mo
Ignore Lock Errors Yes
Ignore Read Errors Yes
Ignore Write Errors Yes
Ignore Preceding Errors Yes -

1 k
v| Show this dialog next time
| @ox |
Figure 42: Summary Processing Attributes sample

Log window shows an actual Log file.
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@ Disk batch processing completed successfully

Results Overview | Processing Attributes | Log

:21:49 PM EDT: Batch Processing Notification

:21:49 PM EDT: Cloning data on 1 disks{s)} completed successfully
:21:30 PM EDT: Erase Report

:21:30 PM EDT: Disk Erase completed successfully

:21:30 PM EDT: Processing sequence completed

:21:30 PM EDT: Erasing sde completed successfully

:21:14 PM EDT: Killing data Fixed Disk 4 (/dev/sde) started
:21:14 PM EDT: Processing sequence started

:21:14 PM EDT: Applied developers size correction in 8.3%
:21:14 PM EDT: Erasing sde - initiating

:21:13 PM EDT: Enqueued process Erasing sde

Erase Attributes

4:21:12 PM EDT: Initializing processing sequence

o e s e B e e s B

-
=]
[orly
w

=

v| Show this dialog next time

& oK

Figure 43: Log view sample
Clickable options are:

Print Labels

Allows user to examine, customize, change options and print Disk Labels on page 55 by pressing the Print
Labels button.

Disk Processing Report

Specifies the path to the saved Disk Processing Report. Allows user to examine the .xm/ disk processing report
by pressing the Browse (to navigate to the containing folder) or Open buttons.

Related information
Labels and Reports on page 51

Labels and Reports

Disk Clone maintains the highest standards in cloning as well as in disk erasure. The software provides
extensive documentation options for those operations with Reports and Labels features

Related information
Disk Processing Reports on page 51
Disk Labels on page 55

Disk Processing Reports

Disk Clone gives you the option to save XML reports for all the operations it performs on a disk(s).

In order to get the reports generated, simply select and configure them during the process of Disk Clone
on page 35 setting or in Processing Report Preferences.
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@ Run Cloning data on 1 disks(s) disk batch
Disk batches are used for automated actions applied for group of disks with the same action attributes at once.

Slﬁ@%ﬁ = JE N & = & @@

Disk Disk Processing E-Mail
St Erase Clone Report Notifications Complete
r @ General Options v Use Processing Report

ﬁ Disk Erase Report location: |/root/.local/share/LSoft Technologies Inc/Disk Clone Industrial/reports/

ﬁ Disk Clone File name template: | Report-{SerialNumber}-{Status}-{Date(YYYY-MM-DD)}-{Time |5
Preview: Report-9QG3NCKC-5Success-2012-08-24-18-45-03

I@; Processing Report

V| Include company information v| Include system info

@ E-Mail Notifications
V| Include technician information v Include hardware info

¢ IQ Error Handling
| Include disk SMART information

Report Location

Specifies the path for XML-files to save.

File name template

Allows user to use Name Tags on page 99 for building a file name. Preview shows how the tags build the
file name string.

These reports may include (selected by user) all the information regarding to the Disk Clone procedures,
such as:
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Company Information

e Name

e License

e Location

¢ Phone

¢ Disclaimer

Technician Information

e Name
e Comments

System & Hardware Info

e OS version

e Architecture
o Kernel

e Processors

¢ Manufacturer

Erase Attributes

o Erase verify

o Passes

e Method

o Verification passes

Error Handling Attributes

¢ Errors terminate

e Skip interval

¢ Number of Retries
e Source Lock

¢ Ignore Write Error
¢ Ignore Read Error
e Ignore Lock Error

¢ Device Size

¢ Device Type

e Serial Number

e Revision

¢ Product Number

e Name

e Geometric Information
e Partitioning Scheme

Batches

e Name
e Disks
e Time

Additional Attributes

¢ Fingerprint Information
¢ Initialization

Erase Result

e Bay

e Time and Date Started
e Disk Information

e Status

e Result

e Time Elapsed

e Errors

e Name of operation
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<report
<technician=
<name>Technician</name=>
<note></note>
</technician>

<company
<name></name>
<licensed>

<phones>

<disclaimer>1 hereby state that the data erasure has carried out in accordance with the instructions
1 software provider.</disclaimer>
</company>

-task>
<device>

<serial-number t

<platformname ti

<product

<type ti

<revision

<size tifle

<geometry:=
<partitioning tifl artitioning”>MBR (Basic)</partitioning>
<total-sec L { total-sec>
<first-sec g 51 0
<bps tit
<spt t
<tpc t

</geometry=>




<fingerprint
<diskinit

zresults>
<started t
<elapsed titl
<process:>
<name {1
<started fi
<elapsed
<errors titl
zresult f
</process>
<errors
<result t
=/results>
</task>
<task=

tfclone~
<name title=
<started
<elapsed
<errors t f
zresult ti1

<hardware>
«manufactuter,EIDCTAR Group</manufacturer>
mmodel

</hardware:

=

<conclusion>Disk bay proc

</report=>

Figure 44: XML reports' samples:

Disk Labels

:43=</started=

B 16:55:43</started>

elapsed>
</errors>

">Erased</results

s"s>No Errors</errors>
t"=Erased</result>

B 16:56:01</started>
elapsed>
</errors>

loned=/result=>

ssing completed successfully=/conclusion>
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Disk Clone allows you to print Disk Labels to place on erased disks with its Print Label features. Disk
Labels with process results and essential disk information could be issued for any disk processing (such as
Disk Erase or Disk Clone ). These labels may be completely customizable to print on any sized sheet with
any dimension. Simply specify the parameters and Disk Clone will prepare the printable labels for you.

Activating a Disk Clone Labels feature

When configuring a main work cycle select Print clone labels for each disk using Disk Label Preset
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- Run Cloning data on 1 disks(s) disk batch

Disk batches are used for automated actions applied for group of disks with the same action attributes at once.

Start Disk Disk Print Clone Processing E-Mail c i
Erase Clone Labels Report MNotifications QrRpICte:

Clone source: |Bay 4 [sda] [|=| |68
Disk Erase I
- ATA SAMSUNG HM250HI
Serial: S20TJ9AZA43374 Type: Fixed Disk Size: 233 GB
q Disk Clone Status: Read only
E‘ Confirmed clone targets:
= > Processing Report ; ; -
9 Hep Name Port Status |Serial Number First Sector |Total Sectors |Size
% E-Mail Notifications i Bay 10 03:00.0:07 Ready 9VVF4648 0 625,142,448 298 GB
'& Error Handling ¥| Print clone labels for each disk using Disk Label Preset: | Default Disk Label Preset ~ |

Start copy to sector: |D |

o Press Start to begin batch processing

| Restore Defaults || Show Advanced |

’ & start ]| X Cancel

Figure 45: Activating Print Clone Labels feature

Accessing the Print Labels Option

Upon the completion of a work cycle Disk Clone you will see a report dialog. In the list of completed tasks
you will see the Print Labels button. Click it to enter the Print Label Dialog.

Results Overview | Processing Attributes | Log

Title Status Erased (Wiped) Cloned Started at Du
~ B Bay 10 Success Erased Cloned 28/05/2020 16:21:14 0(
of Disk Erase Success No Errors 28/05/2020 16:21:14 O(
of Cloning sde Success No Errors  28/05/2020 16:21:31 0

[
&/ Cloning data on 1 disks(s) completed successfully

of Disk labels are available to print | Print Labels |

&/ Disk Processing Report has been issued | Browse || oOpen |

o Batch Processing Notification has been sent to: testing@Isoft.net

| Show this dialog next time

Figure 46: Opening Print Label Dialog

© 1999 - 2020 LSoft Technologies Inc.
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Print Label Dialog

This dialog allows you to configure the labels and prepare them for printing. The top of the dialog shows
a list of the drives that will have labels generated for them. At any point in the operation a sample of the
label is shown in the Preview window on the left side. The right side of the dialog has the styling and
template configuration options.

~ Print Disk Labels - 0 X

/=] Printed labels on self-adhesive media are used for individual tagging of processed disks. Select appropriate template from
== drop-down box, create new or edit existing template if necessary.

Click Continue button to preview and print labels.

Preview Page template

Template: | DK-2205 v

¥l : DK- 5 (95 V) . .
Template: DK-2205 (95 x 62 mm) Print start position:

Cloned by Disk Clone Industrial Row: Column:

Date: 14/05/2020 Time: 08:59:45 fm o d =2
HOD: ATA gmsuué HM250HI Fage: Custom, |abel size: 95 x 62 mm;

Serial: S20T]9AZAA33T4; Size. 233 GB orientation: Landscape; predefined template: Yes;
Method: ; Result: Success

Print options

Default printer for labels: | =<Use default printer> =

Skip print preview

X Close o Print

Figure 47: Print Label Dialog

Page template options

The print label dialog gives you an access to a humber of predefined standard presets and custom
templates you may create. These templates may be easily selected without opening any additional dialogs.
All the details of the selected template will be displayed below the selection box.

Print Start Position

The print start position section of the dialogue allows you to select what label on the page start printing
from. The labels won't always start from the 1x1 position so you can adjust this setting accordingly.

Print Preview and Printing

Once all the settings are configured you may see the Print Preview by clicking the Continue button. The
Preview displays what the print is going to look like and from here the print job can be sent to a printer
that is configured in the system.
Skip Print Preview
Disable system Print Preview dialog and print labels immediately.
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=] B [ [+ € & “j| """"" ¢ €[ 1n »

Erased by KillDisk Industrial ! Erased by KillDisk Industrlal ! Erased by KillDisk Industrial !
HOD: ATA 5TI2000542A5 (102 TE) - 00 HDD: ATA Sﬂlﬂﬂﬂ!ﬁll}: {1.82TE) | HDO: ATA STIZ000542A5 (102 TR) - 00
Serial: SXW18XAY (D-1-7) Serial: SXW00054 (D- Senial: SXW1IHPZY (D-1-6 y

Methad: US DoE M205.1-2 - 1 passes Y Method: US Dok M!l’l! _1.-2 3 passes L Method: US Dok M208.1-2 - I passes 3
Time taken: 00:01008; Status: Erased Syl Time taken: 00:01:04; Status: Erased e Time taken: 06:01:07; Status: Emsni g 1yl
Signature Sigrature, Signature

Erased by KillDisk Industrial !

HOD: ATA ST32000542A5 [1.82 TE). 100
Serial: SXWLATTL (D-1-8) e
Methad: US DoE M208.1-2 - 1 passes )
Time taker: B0:01108; Status: Erased &

Signature

Figure 48: Example of a Print Preview

Related information
Disk Label Presets on page 86

Compact Operating Modes

Disk Clone has advanced operating modes simplifying product usage in the industrial environments.

Touch Mode & Kiosk Mode

Compact operating modes added to simplify routing tasks. In these modes user have an access only to the
features being used most frequently.

To switch to compact modes, select Kiosk Mode (or Touch Mode, depending on the product
configuration) from the View menu. Also, you can press Ctrl+T to switch to and return back from
compact modes.

All menus, toolbars and other supplementary windows, like Properties and Output will be hidden while
operating in compact mode. Access to commands is through floating menu at the bottom left corner of
application's main window.

© 1999 - 2020 LSoft Technologies Inc.
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B Disk Bay 1-1 01:00.0:07 = Disk Bay 1-3 Ready 01:00.0:05 H Disk Bay 3-1 D100
ATA TS532G55D370

NO DISK Serial: CA34E302T0 Type: Pined Disk, SSD NO DISK
Size- 29.8 GB

B Disk Bay 1-2 01:00.0:06 & Disk Bay 1-4 00:11.0:03 [ Disk Bay 3-2 00:11

HNO DISK NO DISK NO DISK

01:00.0:00 I
01:00.0:02 J
01:00.0:08 0@
01:00.0:15 I

01:00.0:03 0
01:00.0:13 0@

01:00.0:01 0

DISK

0

NO DISK
NO DISK

Senal: 6XWI1ATSW Tvpe: Fixed Disk Size: 1.82 TB

Serial: BXW1ABNV Type: Fixed Disk Size: 1,82 TB

Serial: 6XWI1FB5P Type Fixed Disk Size: 1.82 TB
M

Serial: SXWOKGZO0 Type: Fixed Disk Size: 1.82 THB

ATA ST3Z2000542A5
ATA ST3Z000542A5
ATA STI20005 XX KX
ATA ST3IZ2000542A5

Disk Bay 2-1
Disk Bay 2-2
Disk Bay 2-3
Disk Bay 2-4
Disk Bay 2-5
Disk Bay 4-1 Ready
Disk Bay 4-2

Y

=

B
o

w| »| | &) Hdal

There are 2 compact modes available:

e Touch Mode - designed to support portable touch-screen monitors

o Kiosk Mode - works similar to previous one but also supports mouse and designed to support
commercial grade monitors. It attempts to show as many Disk Bays as possible at once, simplifying
visual control and ongoing processes for operator. This mode still supports mouse and giving access
to most advanced features.

To switch from compact mode back to windowed operating mode click the most right button (blue
computer monitor) at the bottom.

Disk Batches

Disk Batches are used to organize disks into groups depending on what the disks are being used for, type
of disk or the desired operation to be performed on them: Erase, Clone and combinations. User is free to
use disk batches in any manner. Disks can be added or removed from Batch at any time.



B Disk Explorer B | H& Disk bays layout

g View » @ Settings +
1

B Dp-1
phy-1:7 ATA ST32000542A5

US Navy Serial: BXWO3YGA Platform ID: sdg
Type: Fixed Disk Size: 1.82 TB

B Dp-2

phy-1:6 ATA ST2000DM0O01-9YN1

us Na-\ry Serial: WLE1STPR Platform ID: sdf
Type: Fixed Disk Size: 1.82 TB

Bp-3

phy-1:5 ATA ST32000542A5

us Na-\.ry Serial: 5XW1D3WH Platform ID: sde
Type: Fixed Disk Size: 1.82 TB

Bp-a

phy-1:1 ATA ST320005XXXX

us Na-\.ry Serial: 6XWOBS9W Platform ID: sdd
Type: Fixed Disk Size: 1.82 TB

Bp-5

phy-1:0 ATA ST32000542A5

Exlra. Serial: 6XWI17N7A Flatform ID: sdc
Type: Fixed Disk Size: 1.82 TB

B -6

phy-1:3 ATA ST32000542A5

Serial: SXWONGDE Flatform ID: sdb
Type: Fixed Disk Size: 1.82 TB

Extra

Figure 49: Disk Batches distinguished by color

@ Erase batch~ @ Examine batch~ a;‘é

[E8 SMART Monitor

% Refresh a;‘ﬁ [—el‘a

E DB-1
Unassigned

B HP-4
phy-0:4
Emerald

= HP-6
phy-0:6
Emerald

E HP-7
phy-0:7
Emerald

= pB-2
Unassigned
Emerald

[E usB-DI
Jdev/sdl

UNASSIGNED

S5T32000542A5
Serial: 6XW11E68 Platform ID: sdi
Type: Fixed Disk Size: 1.82 TB

ATA ST32000542A5
Serial: BXW1FLO5 Platform ID: sdj
Type: Fixed Disk Size: 1.82 TB

ATA ST32000542A5
Serial: 6XW0073] Platform ID: sdk
Type: Fixed Disk Size: 1.82 TB

UNASSIGNED

NO DISK

| Disk Batches | 60

Removable disks
E usB-1
Removable Kingston DataTraveler 2.0

Serial: Platform ID: sdh
Type: Removable Disk Size

Disk batches may have
distinctive colors for easier
navigation

Once disks are batched together they may be treated as a group and similar settings may be set for this
batch. Likewise, operations may be performed on these batches - initiating the operation on a batch
performs the operation on all the disks in the batch.

Related tasks

Assign Disk Bays to Batches on page 62

Related information

Create / Delete Batches on page 60

Edit Batch Attributes on page 63

Create / Delete Batches

Create a Disk Batch

Disk batches are created using the Batch Control toolbox.

[ Note:

If you can't find the Batch Control toolbox make sure that you have a proper View activated. To do
this navigate to the file menu bar and click View > Windows > Batch Control. There should be

a check mark next to the Batch Control View.

In the Batch Control toolbox click New Batch. This will open the Create a New Batch configuration
wizard. After configuring batch settings click Finish and the new batch will appear in the Batch Control

window.



Batch Control
& New Batch
# Titlg_.

1 Bay4
2 Bayl

Edit Batch @Remove All @Delete Batch

_ Disk Name  Status

~ B Disk Batch AXL1 [3 bays]

jdevjsda Read only

G

0 Jdev/sd

-3 Ba _§_J"FW"S_E ﬁ?.ﬂ.:‘ New Batch

Y Edit Batch
B remove All

g Delete Batch

Figure 50: Batch Control Toolbox

Adding disks to a Disk Batch

Disk Bays can be added to Batches in several ways:

e FromD

isk Bays View

¢ From Edit menu

Read Add Disks to Batches for more information.

Removing disks from a Disk Batch
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Disks are removed from a Batch in a very similar way to the way they are attached. Follow the same
steps as with Adding Disks but select bays that are attached to batches and choose the Detach Bays

command.

®

Refresh Run

B Disk Explorer

Application Log View X SMART Monitor X | M) Browsing

> 3 e

Disk Batch AXL1 Clone Disk  Stop Browse Disk  Disk '
[ view _ % customize

1 2
B Bay 1 Mo Disk 00:11.0:01 (] Bay 6 Read only Locked 03:00.0:03
Run Disk Batch AXL1
- NO DISK s e :
size: 4 Fi§ Clone Disk
M Bay 2 Mo Disk 00:11.0:02 [ Bal oo Browse Disk
. ] open Batch in New Tab
NO DISK s
5 Edit Batch
B Bay 3 Mo Disk 03:00.0:00 B Bal Hx Delete Batch
- ATA ¢ [l Assign Bays to
NO DISK Serial
status [l Detach Bays
A Bay 4 Read only Clone Source03:00.0:01 |E Ba % Refresh F5
ATA SAMSUNG HM250HI ATA S () Properties F4
< Serial: S20T)9SAZA43374 Type: Fixed Disk Serial F
Size: 233 GB Status: Ready
Status: Read only

Deleting Batc

hes

Batches can be deleted by selecting the batch in the Batch Control toolbar and choosing the Delete
Batch or Remove All commands.



Edit batch attributes
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Batch attributes can be edited at any time after batch created. See: Edit Batch Attributes on page 63

[ Note:

Disk batch attributes changed every time if altered in confirmation dialog.

Related tasks

Assign Disk Bays to Batches on page 62
Related information

Disk Batches on page 59

Edit Batch Attributes on page 63

Assign Disk Bays to Batches

Disk Bays can be assigned to existing disk Batches in order to apply same batch attributes for selected

tasks (disk erase, cloning etc).
£ Note:

Single Disk Bay can only belong to one Batch.

Disk Bays are assigned to Batches in one of several ways:

From Disk Bays View

B Disk Explorer Application Log View X SMART Monitor X ) Browsinc
@ B B % W =
u E - El o)
Refresh Run Disk Batch AXL1 = Clone Disk Stop_ | Browse Disk Disk Viewer
[ view _ %8 Customize
1 2
B Bay 1l No Disk 00:11.0:01 [ | Bay 6 Re 03:00.0:03
. o brex ATA & g Run Disk Batch AXL1
size: 4 i Clone Disk
B Bay 2 Mo Disk 00:11.0:02 | Ba bl Browse Disk
~ S Open Batch in New Tab
NO DISK R
Edit Batch
B Bay 3 Mo Disk 03:00.0:00 | B Bal 1 Delete Batch
" ATa ¢ [ Assign Bays to ’
MO DISK e
statuy gl Detach Bays
[ Bay 4 Read Clone Source03:00.0:01 (M Ba 'S Refresh F5
ATA SAMSUNG HM250HI ATA i i
=+ erial: S20TJ9AZA43374 Type: Fixed Disk Serial Q PFDEE'I'T.J?E F4
Size: 233 GB Status: Ready
Status: Read only

Figure 51: Assign Disk Bay through the Disk Bays View

1. In the Disk Bays View: select the disk(s) that you'd like to place in a Batch.
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2. Right-click on the disk.
3. Hover the Assign Bays to option to see a list of available Batches.
4. Select the desired Batch from the list to place the selected disk into.

From Edit menu

File Actions | Edit | View Tools Help
B Disk Expigf| R New Batch 1 Erase Log View X | [58] SMARTT

8/l , B

Refresh R Browse Disk  Disk Viewer

- .« i Edit Disk Bay Layout Ctrl+M
& view _ {28 | & L
Select All Ctrl+A
| 2
B Bay7 R %{] Assign Bays to b 79 E Bay5 Ready
- |ATAWDCY @I ATA TOSHIBA MQO1ABD1 SC<
Serial: Z2H i vrewryper v e SE— Serial: 85EJPOSFT Type: Fixed |
Status: Ready Status: Ready
[ Bay6 Ready
o ATA 5T32000542A5 SCSI Dish
Serial: 6XWI1E6SZ Type: Fixed |
Status: Ready
[ Bay2 Ready
= ATA 5T3500312C5 SCSI Disk |
Serial: 5VW252V] Type: Fixed D
Status: Ready
[ Bay4 Ready 2-00-71

ATA 5T1000VMO002-15D1 SCSI Disk Device
Serial: ZOCS1EZL Type: Fixed Disk Size: 932 GB
Status: Ready

Figure 52: Assign Disk through the Edit menu bar

1. In the Disk Explorer: select the Disk Bay(s) that needs to be assigned

2. Click Edit menu bar

3. Hover the Assign Bays to action to see a complete list of available Batches
4. Click on the desired Batch. The selected Bay(s) will be assigned to that Batch.

Edit Batch Attributes

After creating a new Disk Batch user is able to work with Edit Batch window where the Disk Batch
settings may be changed. For existing Disk Batches it is possible to access this window by selecting the
desired Batch in the Batch Control toolbox and clicking Edit Batch.

Batch General Options

These are General Settings for the Batch (such as Title, Color, how the Batch is displayed etc.)
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Edit Disk Batch AXL1 disk batch properties

Disk batches are used for automated actions applied for group of disks with the same action attribut

m

5 al once.

'i] 4 o ’ = 3 pu
- r ==a| == Eay 4 = 7
e » P g = =7 N L
Start Disk Batch Complete

Clone Report P
@ Batch General =
Options

== Company Title: |Disk Batch AXL1 Color: * | Use colored disk bay background to visually distinguish disk battches.

= Information -

= Technician Autoload disk batch in separate tabbed view

== Information

U ¥| Ignore unplugged or empty disk bays
r;.“‘:"'g Disk Erase e . )
v| Show notification dialog after batch processing

I:-"::g Disk Clone ¥| Show start (this) dialog before batch processing

(W5 : . )
_j E-Mail Notifications Batch processing Order ID
¥ & Error Handling Alpha-numerical ID for multiple batch processing
i SMART . -
- Diagnostics

of Press OK to save batch settings

Restore Defaults Show Advanced | & oK | X Cancel

Figure 53: Batch Editor - General Settings

Company Information
These settings allow user to configure Company Information for Batch Processing Reports.

It is the same form as in Preferences > Company Information

Technician Information
This setting allows user to configure Technician Information for Batch Processing Reports.

It is the same form as in Preferences > Technician Information

Disk Erase

These settings configure disk erase settings for the Batch. Erase methods, verification and report settings
can be changed here.

Disk Clone

This feature allows user to configure either a disk or disk image for cloning to all the disks in the batch.
Available for Erase Batches with examined disks only.

Read Clone Sources on page 80 for description of each attribute.

Batch Report

These settings give user an option to toggle whether or not to issue an erasure XML report upon erase
and configure the options to include (like a name, destination, S.M.A.R.T. details etc.). Options for issuing
individual XML reports for the particular disks in the batch can be configured.

Read Processing Report on page 83 for description of each attribute.

Email Notifications

User can turn on email notifications for Batch operations and attach a Certificate, XML Report and
Erase Log to the email.
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Read E-mail Notifications on page 92 for description of each attribute and SMTP settings configuration.

Disk Labels

User can turn on displaying and printing disk labels after Batch operation is completed. As well as
configuring a default printer and customizing label templates.

Read Disk Label Presets on page 86 for description of each attribute.

Error Handling

For each Batch error handling attributes can be set individually. S.M.A.R.T. attributes may also be
configured in error handling by clickihg SMART Diagnostics button.

Read Error Handling on page 90 for description of each attribute.

Related information
Disk Batches on page 59
Create / Delete Batches on page 60

Advanced Tools

Disk Clone offers a number of advanced tools to work in conjunction with the software to make
operations easier to perform and the disks easier to navigate. Disk Clone makes it possible to browse
through disks on both: a file level and a low, hexadecimal (HEX) level. Disk health analysis with its
S.M.A.R.T. monitor as well as logs/reports export to the external databases fully supported in Disk Clone
Industrial version. This section describes each of these features:

¢ File Browser
¢ Hexadecimal Viewer

File Browser

Disk Clone includes a built-in File Browser for examining the contents of disks for verification purposes,
for hard drives' selection control or for erased files validation after erase . Details on using this feature are
discussed in this section.

Opening the Browsing View

To browse the contents of a specific disk from the Disk Bay Layout View simply select the desired disk
and click Browse Disk in the action toolbar or select the related command from the context menu.
Shortcut is Ctrl-B.
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Disk Explorer ‘ I Application Log View X | 58] SMART Monitor X ) Browsinc
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Figure 54: Launching the File Browser

This will open the File Browser tab:

HH Disk Explorer % Browsing sdb X | Application Log View X SMART Monitor X )
Refresh
{52 Customize
@ unallocated Space [~ |Name
= '@ 55D (/dev/sdbl) 1 {5117e79%e-2a24-4f67-99fb-0e3fc9fe0e95}_OnDiskSnapshotProp
@ ! Lost & Found ! [ {6fSbfe46-07e8-402e-befl-a6ahd1199206} OnDiskSnapshotProp
¢+ ©J $Extend — | [] {85620973-8dda-4593-8f7f-fdd6ce350bca}_OnDiskSnapshotProp
+ B $Recycle.Bin [ {afae643a-6afb-46aa-9550-3b8a40fb31fe}_OnDiskSnapshotProp
] 45c68d3ae9182d17df1d0ago6 || [ ] {cef7934b-ea77-4af5-8c22-b5abcsb07e34} OnDiskSnapshotProp
+ & Boot | {e650ad7b-71fc-45f3-82c3-bfbf161a4b58}_OnDiskSnapshotProp
= ] Cakewalk Projects {ea7cf5fc-3e98-48e3-973f-39f25cd94cdB}_OnDiskSnapshotProp
) Audio Data
2] Picture Cache
- [ test
) Audio
& config.Msi

) Documents and Settings
= [ INSTALLED
- (] NOTEPAD++

-'
q RDNIE

Figure 55: File Browser Window

The File Browser tab displays files and folders on the disk being selected.

The File Browser tabbed View may also be manipulated by navigating to the Customize button at the
top. Here you have options to adjust:

© 1999 - 2020 LSoft Technologies Inc.
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Show System Files
Toggles advanced disk information (system files) being shown

Show Unallocated Partitions
Toggles the unallocated disk partitions being shown

Navigator Pane
Toggles the Navigator Pane View ON and OFF.

[ Note: Found deleted files appear in their original directory (before they were deleted). The ! Lost
& Found ! folder is a virtual directory created for found deleted files with not discovered directory
information.

Disk Viewer

Disk Viewer allows users to view the contents of connected drives on a sector's level in a hexadecimal,
ASCII and Unicode representations. User is able to launch Disk Viewer on all main Disk Explorer Views
(Disk Bays, Local Devices, My Computer) as well as through the main menu bar. Shortcut is Ctrl-H.
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@ B B e W 6
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8 Bay 2 - EEE) e &g Set Serial Number...
o NO DISK & Rese
Iz Set Port k
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L § Refresh F5
Bay 4 03:00.0:01 | A & stmEinto
ATA SAMSUNG HM2Z50HI ATE ik
=5 S20TJOAZA43374 Type: Fixed Disk Seri (1) Properties F4
t

2 233 GB [ ——



Disk Explorer | &% Browsing sdb X% ‘ I Application Log View X | [25] SMART Monitor X |

B F 9 2

Refresh Disk Viewer . Map Metwork Share  Mount Disk Image

[E|view _ %3 customize _ S

v mMy Computer |Name Status Type File System Volum

-' sda || @ unallocated Space Ready Unallocated Unallocated

@ | [& Disk Viewer j_________-‘—c-tr—l-f-—H-—
» &R s

&g Set Serial Number... ———

~ & 5| &g Reset Hidden Areas...
SMART Info
[ - D .
bR N (@) Properties F4

~ &P sde
@ Unallocated Space

Disk Explorer ‘ &% Browsing sdb X | I} Application Log View X ‘ 3] sMART Monitor X

Refresh Stop Stop All File Browser Disk Viewer
[E]view _ %8 customize _

< sda =

— an 'l

Read onl 3

o S0 &F File Browser Ctrl+B
ATA SAMSUNG HM25( _
Serial: S20TJ9AZA4337 Disk Viewer Ctrl+H
HEaaE e @ Set Serial Nu:,?;r\
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Figure 56: Disk Viewer with the MBR Template

Disk Clone also offers a list of templates to help display the organization of the sectors on the disk by
colored sections. The above uses the MBR template, below is a template for NTFS file system boot sector.
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Figure 57: NTFS Boot Sector Template

The Disk Viewer also includes a Find feature for locating specific data in the low-level disk View

Find what
Input the characters you are searching for in ANSI, Hex or Unicode
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Search Direction

If you have an idea of where the data may be located specify where to search
Not

Search for characters that do not correspond to the Find what parameter
Ignore case

Disables case-sensitivity in the search
Use

Select between Regular Expressions and Wildcards

Per block search

To speed up the search process (if you are familiar with the location of the data in the data
block) you may specify a search with an offset of the object

o x| <
2l SMART Monitor X 2

3 |o:000 | @ »
w7 _\'/_- }) Find what Offset  Value |*
=) - : 000  33COF
- e ANSI:  |sensitive data] | 003  @wm
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Figure 58: Finding Data

Disk Viewer's Navigate feature allows:

Go to Offset

Jumps to the particular offset that needs to be entered manually in a decimal or
hexadecimal format

Go to Sector

Jumps to the particular sector or cluster on the disk
Partition Table

Jumps to the sector where partition table is located

Particular Partition

Lists all partitions and allows to jump to the boot sectors, to the beginning and to the end
of any available partition.
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Figure 59: Disk Viewer Navigation Options

S.M.A.R.T. Monitor

Disk Clone supports displaying S.M.A.R.T. information. Just navigate to the file menu bar and selecting
Tools > SMART Monitor. It opens the S.M.A.R.T. monitor window shown below:

EH Disk Explorer %% Browsing sdb X Application Log View X | B8 SMART Monitor X
l ) ] T | l e
L1 safff] = Lr
Start Pau ko Refresh
{3} Settings  _
e Monitor All Disks Serial Number Firmware Version |Read Error Rate |Reallocated
Monitor Active Disks HI S20TJ9AZA43374 2ACL01C4 1227 0
2F3020020939 5.8.2 8589934592 0
Refresh Every... *|  9TX2PFHQ 5C14 95590441 49
sdd 5T32000542A5 BXWI1XWQT CC34 138336773 0
sde 5T3320311CS OVVF4648 5C13 15432029 0

Figure 60: S.M.A.R.T. Monitor

S.M.A.R.T. Information

The S.M.A.R.T. monitor displays a list of all discovered disks and shows the S.M.A.R.T. information next to
them in table format. The following S.M.A.R.T. information is shown as separate columns:

e Display Name

e Device Model

¢ Serial Number

e Firmware Version

e Read Error Rate

e Reallocated Sectors Count
e Spin-up Retries

e Command Timeout

¢ Reallocated Event Count

e Current Pending Sectors
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e Reported Uncorrectable Errors
¢ Soft Read Error Rate
e Read Error Retry Rate

Configurable Settings
These are the parameters to be configured in the Settings drop-down menu on a toolbar:
Monitored disks
Here you have the option to either display A/l Disks seen by the system or only the Active (processing) disks.

Refresh Rate

This specifies the interval in seconds between updates to the S.M.A.R.T. information displayed when the
S.M.A.R.T. monitor is running.

Running the S.M.A.R.T. Monitor

The S.M.A.R.T. monitor can either be refreshed manually or run to keep the information current. To run
the S.M.A.R.T. monitor simply click the Start button in the action toolbar. To pause or stop auto-refreshing
sequence click Pause or Stop buttons in View's toolbar accordingly.

£ Note:

S.M.A.R.T. monitoring is a process that requires a lot of resources. It can slow down erase/clone
process significantly. We advise you to avoid querying S.M.A.R.T. information very often.

Troubleshooting and System Recovery

In the event that you experience any technical difficulties with Disk Clone you may choose to either
troubleshoot the system yourself or, if you have an active support and updates (you receive 1 year free
with your purchase), contact our support team and attach your application log and hardware configuration
file (hardware diagnostic)

Common Troubleshooting Tips

Disk data is not erased
Ensure you are not erasing the system disk from the application.

Erased the wrong disk

Stop the operation as soon as possible. Once data is sanitized by erase features it will
no longer be accessible. Use a tool like Active@ File Recovery (https://www.file-
recovery.com) to recover any data that has not been sanitized yet

Application Log

This Log View reflects every action taken by the application and displays messages, notifications and
other service information. Use the messages in this screen to observe and further analysis of the recovery
process.

To open and activate Application Log View do one of the following:

e From main menu choose Tools > Application Log or
e Use F8 keyboard shortcut at any time


https://www.file-recovery.com
https://www.file-recovery.com
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It is best to save the log file to a physical disk (different from the disk that holds the deleted data). By
doing this you reduce the risk of writing over the data that you are trying to recover.

i <
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11:54:29 PM EDT: Opening in File Browser: Local System Root
b 11:54:22 PM EDT: Cloning data on 1 disks(s)
8:00:10 AM EDT: System suspend mode is set ON
8:00:08 AM EDT: Validating disk 'Fixed Disk 4 (/dev/sde)'...
8:00:08 AM EDT: Validating device content of sde
7
7
i

e e el

:50:50 AM EDT: Disk Clone
:59:49 AM EDT: Validating disk 'Fixed Disk 4 (/dev/sde)'...

-50-40 AM _ENT: Walidoting dewice contont of cdo

Figure 62: Application Log View

Save Log As

© 1999 - 2020 LSoft Technologies Inc.
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Opens a standard save as dialog. Save the actual application log file to the local disk
(default extension is ./og)

Save Hardware Info as

Opens a standard save as dialog. Save the disk diagnostic file to the local disk (default
extension is .xml/)

With sub-menu the following items are available:
Log entry filter
Shows or hides specific entry types in Log View:

Minimum details
Shows non-critical warning entries

Maximum details
Shows advanced entries related to the application behavior and data analysis

Text size
Changes text size to Large, Normal orSmall
Expand All
Expands a tree log data if available
Collapse All
Collapses a tree log data if available
Clear

Clear log for current application sessions

It is possible to go through the options with the context menu (right mouse click).

- IAITIEIIZETION STErTEd

[

Logding local dewvices

151

AM -

AM: On-13 help support is available.

EAM: Log file been set to 'C:h\Program Filesh\LSoft Technologiesh,
BM: C:?necti:n to Log entry filter p |ocessfully establ
AM: Default help ao ln Help'.

ZM: Cperzting Syste Text size L

27 RM: Proce #6564 (AMD or Intel
27 Proce | Savelogas.. Ctrl+5S 1z

27 Ferne £.3_5%800 (winnt)
27 : Platform. . Clear Ctrl+Del  [84-bit

AM: Version: 4_.0.03

2M: Default location m Files“LScft Technologies'EillDisk
AM: Internal Eernel = -30 kd

AM: Maintenance period until Aug 18,2020, includes support and sof

Figure 63: Context menu

© Tip: We recommend that you attach a copy of the log file to all requests made to our technical
support group. The entries in this file will help us to resolve certain issues.

Hardware Diagnostic File

If you want to contact our technical support a file that contains a summary of your local devices is helpful.

Disk Clone allows you to create a summary listing file in XML format. This data format is “*human-
readable” and can help our technical support staff to analyze your computer configuration or point out disk
failures or abnormal behavior.

Create a hardware diagnostic file from the File menu by clicking the Save Hardware Info as... button.

[5) Note: To save time when contacting our technical support staff we highly recommend that you
provide us with a hardware diagnostic file.



m Actions View Tools Help

&g Save Hardware Info as...

Application Log View X | [E&] SMART Monitor X

= save Log as... Cirl+5
) Map Network Share...
[B Mount Disk Image... ™~
Recent Disk In 5% Clear
@Exit Ctrl+q [owWser: sdb
L3033 P EDT D UPgENMIng 1M FLLE BTowselr. Sdb
b 2:14:28 PM EDT: Cloning data on 1 disks(s)
1:43:085 PM EDT: Platform Message - Code:24; File Name:/dev/sdf; Position: 8; Blog
1:43:85 PM EDT: Platform Message - Code:24; File Name:/dev/sdfl; Position: ©; Blg
1:43:85 PM EDT: Removing disk 'Removable Disk 5 (/dev/sdf}'...
1:43:85 PM EDT: Storage removed Removable Disk 5 (/dev/sdf)
1:42:45 PM EDT: Analyzing disk 'Removable Disk 5 (/dev/sdf)'...
1:42:44 PM EDT: No positive bay ID for: sdf
1:42:44 PM EDT: Data storage detected Removable Disk 5 (/dev/sdf)

11:54:29 PM EDT:
b 11:54:22 PM EDT:
EDT:
EDT:
EDT:
EDT:
EDT:
ENT:

- 00 0

-

=

108
100 :
108 :
ot
g7l
I+ 1)

10
08
08
50
49
An

AM
AM
AM
AM
AM

AN

Opening in File Browser: Local System Root
Cloning data on 1 disks({s)
System suspend mode is set ON
Validating disk 'Fixed Disk 4 (/dev/sde)'...
Validating device content of sde
Disk Clone
Validating disk 'Fixed Disk 4 (/dev/sde)'...

Malidating dovics contont of cdes

Related information
Application Log on page 72

Preferences
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Disk Clone Preferences window is the central location where Disk Clone features can be configured.
These features are divided into several tabs.

To open Preferences dialog:

From main menu choose Tools > Preferences... or
Use F10 keyboard shortcut at any time

Preferences dialog could be open from other task dialogs to change related settings.

General Settings on page 76

Clone Sources

Environment
Sound Notifications
Action Triggers

Company Information
Technical Information
Processing Report
Disk Label Presets

Error Handling

Disk Label Templates
Disk Viewer

S.M.A.R.T. Diagnostics



¢ E-Mail Notifications

e SMTP Server Setting

Preferences allow users to configure all the global settings for the application.
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Notice: When General Settings, Disk Label Presets, Error Handling or E-mail Notifications
command initiated smaller subset of these settings is available to modify.

General Settings

The General Settings allow to configure general application settings as well as the visual aspects of the

application.

These are configurable options pertaining to the applications functionality.

I Cy General Settings
gg’ Environment

Sound
Notifications

.
L\(::-‘ Action Triggers

ri.‘f"‘g Clone Sources

== Company

— | Information
— | Technician
== Information

#:f Processing Report

7, General Settings
L\H General application

Device Control Layout

Default Serial Number detection method: SMART

Computer ID

Use this Computer ID: | BIOS Serial Number ~ | None

Application Log File Settings

Log file location: |/root/.localfshare/LSoft Technolegies Inc/Disk Clone Industrial/

Local Devices Initialization

V| Initialize fixed disks
V| Initialize removable disks
Initialize CD/DVD/BD disks

Initialize floppy disks

5 Application log detail level: Minimum ® Maximum
- 4 Disk Label Presets

Initialize application log when application starts:
Append to existing leg file

|, Disk Label
Templates

Disk Viewer

v g% Errer Handling
=5 SMART
"‘% Diagnostics

2 . .
v Qf/] E-Mail Notifications

&l SMTP Server
S Settings =

Overwrite existing log file
® Create new log with file name: | DiskClone-{Date(YYYY-MM-DD)}_{Time(HHmmss)} txt

DiskClone-2012-08-24_184503.txt

&

Device Control Layout

These settings control visual disk behavior in Disk Explorer on page 25 and allow to Show or Hide
system disk and devices which are not ready (offline)

Default Serial Number detection method

Select how Disk Clone retrieves the disk serial number by default. Values are: SMART,
I0Control & WMI

Local Devices Initialization

Select which types of devices appear in Disk Clone by default: Fixed disks, Removable
disks, CD/DVD/BD and Floppies

Computer ID

Configure how the Disk Clone workstation is identified in logs & reports. Values are:
None, BIOS Serial Number, Motherboard Serial Number

Application Log File Settings

These settings apply to the log file generated by the application. All operations performed in a Disk Clone
session will be saved in this log.
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Log file location

Allows the user to specify where the application log file is saved. By default this is set to a
Disk Clone installation directory

Application log detail

Manipulate the amount of details included in the logs. Options are: Minimum and
Maximum

Initialize application log when application starts

This setting configures whether Disk Clone generates a new log file for every session
(erasing the log of the previous session) or appends new sessions to one log file.
Moreover, logs can be placed to the files being named using naming pattern specified

Environment

These are configurable options pertaining to the applications user interface and user experience.

b Environment
General application look'n feel options

Application style: | Blue style -
Default toolbars style: | Large lcons, with text undericon |

Default help source: | Micrasoft HTRL Help File (CHM) -

Reset all Dialogs

Application style

Configures the color scheme used in the application. Values are: Blue, Olive, None (Use
OS default) and Silver

| Environment
General application look'nfeel aptions

Application style: | Mone [Use OS5 default] w
Blue style
Default toolbars style: | gjive style
Hone [Use O5 default]
Default help source: | siyer style
Default toolbars style

Configures how icons are shown in the toolbar. Values are: Large icons, no text, Large
icons, with text beside icon, Large icons, with text under icon, Small icons, with
text beside icon, Small icons, no text

| Environment
General application look'n feel options

Application style: | Mone [Use OS default] W

Default toolbars style: | Large lcons, with text under icon
Large lcons, no text

Default help source: || arge Icons, with text beside icon
Large lcons, with text under icon
Small lcons, with text beside icon
Small lcons, no text
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HH Disk Explorer ‘ &% Browsing sdb X | I Application Log View X ‘ Sh <

VEE R Mo

E\r‘iew . @Customize

4

1 2
B Bay 1 No Disk 00:11.0:01 | Bay 6 Read only Locked 03:00.0:03
= ATA ADATA SP200
Serial: 2ZF3020020939 Type: Fixed Disk, 55D
NO DISK Size: 477 GB
Status: Read only

Figure 64: Large icons, no text

Disk Explorer ‘ &% Browsing sdb X | I Application Log View X ‘ sré* 4

% Refresh %Run Batch ﬁclnne Disk @Stop +— »

[E]view _ @3 customize _

1 2
E Bay 1 No Disk 00:11.0:01 (F Bay 6 Read only Locked 03:00.0:03
B ATA ADATA SP20O0
Serial: 2F3020020939 Type: Fixed Disk, 55D
NO DISK Size: 477 GB
Status: Read only

Figure 65: Large icons, with text beside icon

Disk Explorer ‘ &% Browsing sdb X | I Application Log View X ‘ S <

B B B & —

Refresh Run Batch_ | Clone Disk  Stop _ | Browse Disk  Disk Viewer

[E]view _ @3 customize _

4

1 2
E Bay 1 No Disk 00:11.0:01 (F Bay 6 Read only Locked 03:00.0:03
B ATA ADATA SP20O0
Serial: 2F3020020939 Type: Fixed Disk, 55D
NO DISK Size: 477 GB
Status: Read only

Figure 66: Large icons, with text under icon

Disk Explorer ‘ & Browsing sdb X | I Application Log View X ‘ SH 4|
@ Refresh B Run Batch _ | ficlone Disk Hgstop | EiBrowse Disk »
[E]view _ @3 cCustomize _

I 1 2
i E Bay 1 No Disk 00:11.0:01 (F Bay 6 Read only Locked 03:00.0:03
) Soris iﬂgh;nzspguus ixed Disk, 55
Serial: 2ZF3020020939 Type: Fixed Disk, D
N O DISK Size: 477 GB v
Status: Read only

Figure 67: Small icons, with text beside icon

© 1999 - 2020 LSoft Technologies Inc.



@ Disk Explorer

&% Browsing sdb X I Application Log View X Sh 4| b

B E B E Do -
[Eview _ &5 customize _
1 2
B Bay 1 No Disk 00:11.0:01 [ | Bay & 03:00.0:03
- Vo bisk B ADATS20 Type: Facd Diek, 590
| 4.7? GB

Figure 68: Small icons, no text

Default help source

If available, user can select help documentation source to be addressed when requested.

Values are: PDF, CHM and On-line web help

Application style:

Default toolbars style:

@ Environment
General application look'nfeel aptions

Mone [Use OS5 default]

Large lcons, with text under icon

W

W

Default help source:

Microsoft HTML Help File (CHM)

W

Help file document (PD
Microsoft HTML Help File [CHM)
On-line web help

Reset All Dialogs

Pressing the button resets all the changes to default state.

Sound Notifications
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These are configurable options related to application sounds: you can use either predefined values or
assign your own sounds (<User defined sound file>)

= Sound Notifications

Use Sound Notifications

Absalute or relative path is accepted.

With Warnings: | Chime dim [default]
‘With Errors: | Digi errar [default]

Failure: | Chime chord [default]

Application processes sound notifications

Success: | Chime click bell [default]

Select either one of predefined sound notification tunes for each status of process completion or select your own audio file from local system.

4
L AR AR ARR 4

Mone

Chime chord [default]
Digi pulse

Digi warn

Etc space

.
<User defined sound file>

Use Sound Notifications

Toggles sound tones being used for notifying the user of the completion of a task, errors

and notification during an operation: Success/With Warnings/With Errors/Failures
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Action Triggers
Configure actions performed while application is running

—

&

A

Action Triggers

Arnlicatinm artinm cettinme
Application action serrings

Automatically check for software updates
Action after all processes complete: | Mone -

|:| Export erase certificates and appli pastart System e media

Hibernate System
Shutdown System

Automatically check for software updates
If this option set, application will check for a new updates during every start up

Action after all processes complete
Select either None, Hibernate, Shutdown or Restart system after all processes have
been finished

< CAUTION: You will have 30 seconds to abort system hibernation, restart or
shutdown.

Export erase certificates and application log to all detected removable media

Upon erase completion all certificates and logs will be automatically exported to attached
USB disks (removable media)

Clone Sources

This preferences tab allows you to select a master-copy disk to use for cloning to other disks after they
have been erased.




| Preferences | 81

=2 Clone Sources
=} g Define master-copy disk, (! e file or other physi isks in @ system as a source for disk cloning.
Use disk bays as preaefined f master-copy oL sk

Mark disk bays to be used as master-copy source slot for disk clone operations, Disks inserted in these bays will be locked to deny any application Read/\Write
activity.
You can also use mounted [opened) disk image files for the master-copy source.

# Disk Bay Port Status Flatform Mame Serial Number Partitioning First Sectar Total Sectors | -
4 &3 Available disks
1 ﬁ Bay 2-1 Unassigned Read only WhAPhysicalDrived  51G8CRW3 MER (Basic) 0 1,953,325,168 !
2 D@ Bay 2-2 Unassigned Ready WAPhysicalDrived  Z9C305TD MER (Basic) 0 1,953,525,168 ¢
3 0 @ Bay 2-3 Unassigned Ready WAPhysicalDrivelD 5VW252V] MER (Basic) ] 975,724,592
4 Dﬁ Bay 2-4 Unassigned Ready WhPhysicalDrivell 3VY33C2Z MER. (Basic) ] 438,397,168 |
5 [ @ Bay 2-3 Unassigned Ready WAPhysicalDrivel2 Z9C51EZL MER (Basic) 0 1,953,525,168 !
6 [
7 O @ Bay 2-7 Unassigned Ready, Mot Initialized \\.\PhysicalDriveld 50026B7782B88D29 RAW (Basic) 0 234441648 -
8 O @ Bay 2-8 Unassigned Ready WAPhysicalDrivels 85BJPOSFT MER (Basic) 0 1,953,459,632 !
o OH
10 OJH
1 [ @ Bay 1-1 Unassigned Read only WAPhysicalDriveD  FED10752060801341365 MER (Basic) 0 234,441 543
2 OH
3 0OH
14 O B
15 OH v
< >

Add master-copy source (virtual disk] emulated from disk image file: IEMount Disk Image yé: nse Dis

Autoload mounted Disk Images at every application start

Selecting a Disk for cloning

Any disk recognized by Disk Clone may be used as a master-copy for Cloning. Simply find the disk under
the Available Disks column and check the box next to the desired Disk Bay. This disk will be locked and
read/write operations will be restricted for it until the cloning operation is complete.

Selecting a Disk Image for cloning

Additionally to cloning a disk, cloning can be done from a mounted disk image. In the Disk Clone
preferences tab:

1. At the bottom of the dialog, click Mount Disk Image

(g Mount Disk Image

euntiopen) disk image from file. Successfully opened aisk image will appear in devices tree and will be assigned to virfual

Disk Image file name: | Ch\Users\user\disk_images',

Caption (Display name}:

(]
~

Cancel Help

Figure 69: Mount Disk Image dialog
2. To the right of the "Disk Image file name" field click the ... button
3. Find the desired disk image in the file explorer and click Open
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4. Fill in the "Display name" text box with a desired name for the image and click OK

5. The mounted disk image should appear under Disk Images in the Master-copy sources window.

[5) Note: To avoid repeating steps 1-4 every time the application is launched check the "Autoload
mounted Disk Images at every application start" box. This will complete the mounting
process automatically in the future.

Related tasks

Mount Disk Image on page 42

Disk Clone

Company Information

These settings allow user to configure Company Information for Erase Certificates.

eneral company Information to present on erase certificate

== Company Information

Licensed to: | John Smith
Business name: | Acme Clouds Inc.
Location: | 1111 Front 5tr, East, Toronto, Ontario, M5V 951

Phaone: | [416) 223-8062

software provider,

Y Disclaimer: | | hereby state that the data erasure has been carried out in accordance with the instructions given by

Set Remove

|:| Add company supervisar signature field to certificate

To specify a Company Logo image just use the Set and Remove buttons. It allows you to select a
desired image with local File Explorer. Most of the image formats are supported: JPEG, TIFF, BMP, PNG
etc. The logo will be previewed in the Company Logo space.

© Tip: Itis recommended to use company logo with resolution suitable for printing (300dpi) with a
side not exceeding 300px.

Add all the company information to the related fields.

When the Add company supervisor signature field to certificate checkbox is selected the required
field is added to the actual certificate.

Related information
Erase Certificate

Technician Information

This setting allows user to configure Technician Information for Erase Certificates.



Technician Information

== Technician foperator) information to present on erase certificate
ECRMICLaN (OPErator) INformation [0 present On erase Certifioare

Operator name: | John Smith

Camments:

Add technician [operator) signature field to certificate

Add Operator name and Comments to the related fields.
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When the Add technician (operator) signature field to certificate checkbox is selected the required

field is added to the actual certificate.

Related information
Erase Certificate

Processing Report

These settings allow you to configure the XML reports generated by Disk Clone.

= Processing Report

Lirified wml_formatted Benart file
Inified xmi-formatted Report file
o Unified xml-formatted Report file co

Use Processing Report

Report location: | Ch\Users\userreports’

c cystern and hardware information gensrated to dedicated location using file
system and hardware informatio erated to dedicated locatio

qe

File name template: | Report-{SerialNumber}-{Status}-{Date(YYYY-MM-DD)}-{Time{HH-mm-ss)}

Preview: Report-9QG31 General
{AppMame}

Include company {AppVersion}

Include technicia| | -0MPuteriD}
{08}
{UniquelD}

Date and Time
Device Attributes
Processing

Item Processing

Report Location

Include system info
Include hardware info

Include disk SMART information

User may configure where XML erasure reports are saved

File name template

Here you may specify the template for the XML reports. The main tags available are:

Available element: Tag:
Serial ID {Serial ID}
Erasure Status {Status}

Date of Erasure

{Date(YYYY-MM-DD)}

Time of Erasure

{Time(HH-mm-ss)}

kel
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There are additional tags available (see the tags section in Appendix)
Include company information

Optionally adds the company information (defined in Company Information) into the XML
erasure report

Include technician information

Optionally adds the technician information (defined in Technician Information) into the XML
erasure report

Include system info
Ensures that the system-specific information is saved in the XML report, such as:

e Operating system
e Kernel version
e Architecture (x86, x64)

Include hardware info
Ensures that the system-specific information is saved in the XML report, such as:

e Motherboard manufacturer
¢ Motherboard description

e Host (name, domain)

e CPU (logical, physical)

e Memory

Include S.M.A.R.T. information for each disk

Optionally adds an additional information about disk health based on S.M.A.R.T. attributes
into the XML erasure report.

The Disk Clone XML report contains the following parts:

Table 1: XML Report Parameters (sample)

Type of Information Specific data

Technician Information Name

Note

Company Information Name

Licensed

Location

Phone

Disclaimer

System Information OS version

Platform

Kernel

Hardware Information Motherboard Manufacturer

Motherboard Description

Number of Processors
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Type of Information

Specific data

Erase Attributes

Erase Verify

Passes

Method

Verification Passes

Error Handling Attributes

Errors Terminate

Skip interval

Number of Retries

Lock

Source?

Ignore Write?

Read?

Lock?

Disks

Device Size

Device Type

Serial Number

Revision

Product Number

Name

Geometric Information

Partitioning Scheme

Additional Report Attributes

Fingerprint Information

Initialize disk?

Results

Bay

Time and Date Started

Disk Information

Status

Result

Time Elapsed

Errors

Name of operation

Conclusion

Overall result of the operation

[ Note:

If internal tag <task> is present the Result is appeared inside.
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Related information
Name Tags on page 99

Disk Label Presets

These preferences help to adjust label settings for the Disk Clone system globally. Labels may be
formatted for any printer, page or label type (device) using Disk Clone highly customizable labels'
features.

/=], Disk Label Presets
L # Declare Disk Label Presets for different types processes and Printer Options

Label preset: |Default Disk Label Preset - || [ |5 ranitE

Label title: | {ProcessedAs} by {AppName} Erased by Disk Clone Industrial

Date: F310/200% Time: 08:43.30
Date: {DateStarted} Time: {TimeStarted} A T Ea0MS AT Dk
HDD: {ProductiD}

Serial: {SerialNumber}; Size: {Size}
Methnd: fMethnd}: Result- {Statns}

Rich text formatting Word wrap

Sarial: 90G3|
Method: NIST-B00-55 [Thres Fasses). Result: Sircess

S| | | e

V| Add certificate logo Add signature line

Aztec 2D barcode
v Append
Code 39 1D
Barcode | Code 93 1D ~{TimeStarted} "~ {OrderiD} "~ {Sequence 0#} " {ProcessType} "~ {Method} "~ {Status} &
Preview:| Code 128 1D XL-546453PF-D002 03 “Erase “NIST-800-88 (Three Passes) “Success

Format: Encoding: | Not specified = Error correction level (0-8): [0 |2 Size, mm: | 25|%

Print Options

Default printer for labels: | <Use default printer= * Print Test Label

Add vertical and horizontal "on page print positioning” shift to adjust output for different printers f drivers:

Horizontal: | 0.00 in | \Vertical: |0.00in < | Size units |Inch v

Label preset

Displays and let you select a default Label Preset or create a new one. Add New Label Preset button

+ allows you to create a custom label preset with your own specifications. Delete button X deletes
the selected label preset

Label title

Allows you to set a title to be printed (in bold) at the top of the labels. It can be company name, batch
name or any other descriptors you may consider useful to identify the operation. Static text can be typed
in or any dynamic attributes (tags) can be inserted at current cursor's position. Click Insert Name Tag

button & to insert predefined tag from the drop-down list

Label Area

Label's content for the preset. Static text can be typed in or any dynamic attributes (tags) can be inserted

at current cursor's position. Click Insert Name Tag button & to insert predefined tag from the drop-
down list. Click Clear Pattern button to empty all label's area
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Label Attributes
You can use RTF formatting and set Word Wrapping behavior using related check boxes

Add signature line

Toggling this "ON" places a line at the bottom of the label for the technician to sign off on
upon completion of the wipe

Add certificate logo
Includes the logo used in the certificate as a label's watermark background

Label preview

Displays a preview of one label with the current input settings. Refreshes when any adjustments are made
to the settings.

Print options
Define options for label printing including special label printers (Brother QL-570 etc.):

Default printer
Define printer to be used exclusively to print labels from the list of installed printers

Print output adjustments

The print output adjustments section of the dialogue allows you to vertically or
horizontally displace the position measured in specific print units to adjust to different

printers.
Print test label command will let you print Disk Label sample to verify your settings and selected layout
attributes.
-], Disk Label Templates EaER S
= Print report labels for each erased disk using one of the predefined templates Avery 5167
Avery 5217
DK-1202
Label Template Preview Default template: _ 3 (2] [

DK-2205
Print start position:

Row: Column:
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Default template: | Avery 5160 - .g. & o

Print start position:

Row: (4 0 Column: |3 [

Page: Letter f ANSIA; page size: 8.5 x 11 in
30 labels per page; lobel size: 2,64 x 1 in; orientation: Portraif

predefined template: Yes

Page template

The print label dialog gives you an access to a number of predefined standard templates and to any
custom templates you may create. These templates may be easily selected without opening any additional
dialogs. The details of the selected template are displayed below the selection box. If your specific labels

differ from any of the templates available the | “# | button allows you to create a custom template with your

own specifications. Additionally, the #| button allows you to modify an existing template and the | - %
button deletes the selected template.

Print Start Position

The print start position section of the dialogue allows you to select what label on the page is the one to
start from. The labels won't always start from the 1x1 position, so you can adjust this setting accordingly.

Creating a new template

Upon clicking the | -5/ button the following template editor window appears. Descriptions of the
template editor options are listed below.



Template title: | Label template

Preview
Page

(®) Page size | Letter / ANSI & -
O Custom page size

4k
4k

= = - Orientation | Portrait i

Page margins

13,000 mm

Label Layout

() Full page label
® Label grid

Rows: Columns;

Label spacing

-
-
Harizontak: Vertical: [1.500 mm =

Actual label size: 67,3 x 23,99 mm

Size units | Millimeter |

oK Cancel
Figure 70: Create a New Disk Label Template

Template Title

Here you may create a custom title for your template. This is the name to refer this
template when selecting it in the Print Label dialog.

Page
Here you can specify the dimensions of the page used to print the labels. This may be
selected from the list of standard sizes or defined using exact measurements.

Page margins
Page margins are defined for the top, bottom, left and right sides of the page.

Label Layout

These settings define how the labels appear on the page. You may define the spacing in
between labels on the page and the dimensions of the label grid. Once you've enter the
proper measurements Disk Clone will take care of the formatting.

Size units

The units of measurement may vary between millimeters, inches, pixels and points. If
a value in entered in one measurement and the unit size is changed the appropriate
conversion will take place.
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Disk Viewer

These settings allow user to set hexadecimal View settings, font and interaction.

Disk Viewer

[] Hexadecimal offsets

Lines to scroll on a wheel rall: | 3 Pages to scroll on a PgUp/PgDown: | 1
Show ASCH column Show UMICODE calumn

Bytes perline: |16

Font name: | Courier New ¥ Fontsize: | Medium |

Largest
Large

Smaller
Smallest

Hexadecimal offsets

Toggles offset format between decimal and hexadecimal
Show ASCII column

Toggles display content in ASCII format
Show UNICODE column

Toggles display content in UNICODE format
Lines to scroll

Number of lines to scroll for a single mouse wheel sweep
Pages to scroll

Number of pages to skip for a single PageUp or PageDown click
Bytes per line

Defines amount of bytes per line in binary display
Font name

Select any monospace font available for better experience
Font size

Font size to be used in binary view

Error Handling

Disk Clone has a wide capabilities to handle errors during continuous disk processing. Those are the
advanced settings to configure Disk Clone's error handling.
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Error Handling
Cottings for error handling fr continuous Brocescmes
g% Settings for error handling for continuous processes

In case of critical Read/\Write errars:
'3:::3' Abort entire group processing lgnore preceding results
(@ Abort anly failed item from group processing D Use disk lock

(_) Ignore error for group processing
]

Terminate process after number of errors: |10 = lgnore Read errors

Mumber of Read/Write attempts: |3 =
F lgnore Write errars

Rely upon disk performance

Consider slow-performed (low average Read/Write rate] disks as critical Read/Write error

Minimal Read/\Write rate: | 3 MEB Sec

Error handling attributes

Disk Clone allows user to select 1 of 3 ways to handle Read/Write Errors:

Abort entire disk group processing

This means that if user runs a Batch erase and one of the disks has errors the erase process for ALL the disks
in the batch is terminated

Abort only failed disk from group processing

This is the suggested setting. Failed disks return an error and terminate the erase process. But other disks in
the batch are not interrupted from the erase operation

Ignore error for disk grouping

Ignores the read/write error and continues erasing wherever is possible on the disk. No active or forth going
operations are terminated

Terminate process after number of errors
Sets the error threshold to a certain amount before the disk operation is terminated and deemed unsuccessful
Number of Read/Write attempts

Sets the number of attempts Disk Clone makes to perform an operation when an error is encountered before
it stops execution

Ignore preceding results

Errors (if any) on previous steps (i.e. Examination) are ignored and following steps (i.e. Erase, Clone) will
be performed. If turned off the errors on previous steps will stop all further actions

Use disk lock

Locks disks from being used by any other applications

Ignore disk lock errors

Errors encountered with Disk Clone not being able to access locked disks are ignored

Ignore read/write errors

Toggle whether errors should appear for read/write errors

Rely upon disk performance

Set a minimum acceptable read/write speed in megabytes per second for disks to flag under-performing drives.



| Preferences | 92

S.M.A.R.T. Diagnostics

S.M.A.R.T. attributes may also be used in error handling. So threshold limits may be set on some or on all
of the disks S.M.A.R.T. parameters. This may speed up processing by immediately terminating operations
with unusable drives

=== SMART Diagnostics
Disk SMART. attributes failure control
Use SMART Diagnaostics

A Use S.MART. attributes do determine threshold limits to terminate any long-going disk action, such as Erase or Disk Examine to avoid unstable behavior
“= due to disk failures, if any of define SMART attributes rules criteria is met.

Critical device status attributes “
[] [003] Spin-Up Time Might indicate either a controller or a spindle bearing problem
[[] [005] Reallocated Sectors Count Indicates how many defective sectors were discovered on the drive and remapped using a spare sectors pool
[010] Spin-up Retries Indicates severe controller or bearing problem
[[] [197] Current Pending Sectors Indicates how many suspected defective sectors are pending for further investigation
[] [198] Off-line Uncorrectable Indicates how many defective sectors were found during the off-line scan
Device error attributes
[ [007] Seek Error Rate Frequency of the errors during disk head positioning
[] [013] Soft Read Error Rate
[187] Reported Uncorrectable Errors The number of UMC errors, i.e. read errors which Error Correction Code (ECC) failed to recover
] [200] Write Error Rate Rate of errors during write operations
[7 [201] Soft Read Error Rate
[[] [250] Read Error Retry Rate
Drive lifetime information
[004] Start/Stop Count Estimated remaining life, based on the number of spin-up/spin-down cycles
[ [009] Power-On Hours Count Estimated remaining lifetime, based on the time a device was powered on
[ [192] Power-Off Retract Cycles The number of unexpected power outages when the power was lost befere a command to turn off the disk is
[[] [240] Head Flying Hours Time a disk head spent in the data zone, rather than in the parking area or on a head ramp v
L4 >

Select All | | Select None

Validate disk SMART attributes at every | 10% 5o ongoing process

[5) Note: Query execution for S.M.A.R.T. attributes is time and resource consuming operation. It can
interrupt disk erasure procedure for several seconds. Thus it is recommended to validate these
attributes not very frequently

Related information
S.M.A.R.T. Monitor on page 71

E-mail Notifications

Disk Clone can deliver results of its sanitation process by e-mail.
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@ Run Cloning data on 1 disks(s) disk batch
Disk batches are used for automated actions applied for group of disks with the same action attributes at once.

R

L’éﬂ b f.-_':?g e f—-‘::g s e

Start Elzll'iasske C?-izsnke Prg-;%?ritng Notli:_f-i Eqaatiilons Camplats
J @ General Options v | Use E-Mail Notifications
§§ Disk Erase Send to: |testing@lsoft.net
L-";_‘,‘g Disk Clone E-Mail attachments:
= v| Report file (XML} v| Application log file (LOG)

,{? Processing Report

Iﬂ E-Mail Notifications
@ Error Handling

XML Report and Application Log files can be sent to the email specified, just check the related option.
When user selects Use E-Mail Notifications option the next set of options: SMTP Server Settings will
be available for configuration in these Preferences.

SMTP Server Settings

These settings allow configuring mailer settings for delivering erasing/wiping reports to user's mailbox.
Simple Mail Transport Protocol (SMTP) is responsible for transmitting e-mail messages and needs to be
configured properly.

? SMTP Server Settings
LI | Settings for e-mail notification

(®) Free Account () Custom Account

To: |j0hnsmith'@johnsmith.com

From:

Server:

Port: 80 51| Choose any port number within range from 25 to 5000

Account Type

Disk Clone offers you a free SMTP account located on www.smtp-server.com that
can be used for sending reports out. By default all the required parameters are pre-filled
and configured properly. The only field you need to type in is the e-mail address where
reports will be sent to. If your corporate policy does not allow using services other than
its own you need to switch this option to Custom Account and configure all the settings
manually. Ask your system/network administrator to get these parameters.

To
Type an e-mail address where erasing/wiping reports will be sent to
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From
Type an e-mail address which you expect these reports to come from

SMTP Server
Disk Clone offers you the use of smtp-server.com for a free SMTP account. This account
is pre-configured for Disk Clone users. Ask your system/network administrator to get the
SMTP server name to be used in the Custom Account

SMTP Port

For the free SMTP account Disk Clone allows you to use smtp-server.com on port 80.
This is a standard port being used by all web browsers to access the Internet. This port
most likely is open on a corporate and home networks. Other ports can be filtered by and
closed by a network firewall. Ask your system/network administrator to set up a proper
SMTP port for the related SMTP server.

SMTP Server authorization

To avoid spam and other security issues some SMTP servers require each user to be
authorized before sending e-mails. In this case a proper username and password are
required. Ask your system/network administrator to get proper configuration settings.

Appendix

Glossary

BIOS settings

Basic Input Output Subsystem is the program a personal computer's microprocessor uses to get the
computer system started after you turn it on. It also manages data flow between the computer's operating
system and attached devices such as the hard disk, video adapter, keyboard, mouse and printer. A typical
method to access the BIOS settings screen is to press F1, F2, F8, F10 or ESC during the boot sequence.

Boot priority
BIOS settings allow you to run a boot sequence from a floppy drive, a hard drive, a CD/DVD-ROM drive
or a USB device. You may configure the order that your computer searches these physical devices for the

boot sequence. The first device in the order list has the first boot priority. For example, to boot from a CD/
DVD-ROM drive instead of a hard drive, place the CD/DVDROM drive ahead of the hard drive in priority.

CSV-file

A comma-separated values (CSV) file is a delimited text file that uses a comma to separate values.
Each line of the file is a data record. Each record consists of one or more fields, separated by commas. The
use of the comma as a field separator is the source of the name for this file format. A CSV-file typically
stores tabular data (numbers and text) in plain text, in which case each line will have the same number of
fields.

Data Cluster

A cluster or allocation unit is a unit of disk space allocation for files and directories. To reduce the
overhead of managing on-disk data structures, the filesystem does not allocate individual disk sectors
by default, but contiguous groups of sectors, called clusters. A cluster is the smallest logical amount of
disk space that can be allocated to hold a file. Storing small files on a filesystem with large clusters will
therefore waste disk space; such wasted disk space is called slack space. For cluster sizes which are
small versus the average file size, the wasted space per file will be statistically about half of the cluster
size; for large cluster sizes, the wasted space will become greater. However, a larger cluster size reduces
bookkeeping overhead and fragmentation, which may improve reading and writing speed overall. Typical


https://smtp-server.com
https://smtp-server.com
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cluster sizes range from 1 sector (512 B) to 128 sectors (64 Kb). The operating system keeps track of
clusters in the hard disk's root records or MFT records. (See lost cluster).

Deleted boot records

All disks start with a boot sector. In a damaged disk (if the location of the boot records is known) the
partition table can be reconstructed. The boot record contains a file system identifier.

ISO

An International Organization for Standardization ISO-9660 file system is a standard CD-ROM file system
that allows you to read the same CD-ROM whether you're on a PC, Mac, or other major computer platform.
Disk images of ISO-9660 file systems (ISO images) are a common way to electronically transfer the
contents of CD-ROMs. They often have the filename extension .ISO (though not necessarily), and are
commonly referred to as "ISOs".

Lost cluster

A cluster that has an assigned number in the file allocation table, even though it is not assigned to any
file. You can free up disk space by reassigning lost clusters. In DOS and Windows you can find lost clusters
with the ScanDisk utility.

MFT records

Master File Table. A file that contains the records of every other file and directory in an NTFS-formatted
hard disk drive. The operating system needs this information to access the files.

Root records

File Allocation Table. A file that contains the records of every other file and directory in a FAT-formatted
hard disk drive. The operating system needs this information to access the files. There are FAT32, FAT16
and FAT versions.

Sector

The smallest unit that can be accessed on a disk. Tracks are concentric circles around the disk and the
sectors are segments within each circle.

S.M.A.R.T.

S.M.A.R.T. (Self-Monitoring, Analysis and Reporting Technology; often written as SMART)

is a monitoring system included in computer hard disk drives (HDDs), solid-state drives (SSDs) and
embedded MultiMediaCards (eMMC) drives. Its primary function is to detect and report various
indicators of drive reliability with the intent of anticipating imminent hardware failures. When S.M.A.R.T.
data indicates a possible imminent drive failure, software running on the host system may notify the user
so preventative action can be taken to prevent data loss, and the failing drive can be replaced and data
integrity maintained.

Unallocated space

Space on a hard disk where no partition exists. A partition may have been deleted or damaged or a
partition may not have been created.

Windows system caching

Windows reserves a specified amount of volatile memory for file system operations. This is done in RAM
because it is the quickest way to do these repetitive tasks.
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Windows system records

The Windows registry keeps track of almost everything that happens in Windows OS. This enhances
performance of the computer when doing repetitive tasks. Over time, these records can take up a lot of
space.

Erase Disk Concepts

Erasing Confidential Data

Modern methods of data encryption are deterring network attackers from extracting sensitive data from
stored database files.

Attackers (who want to retrieve confidential data) become more resourceful and look for places where
data might be stored temporarily. For example, the Windows DELETE command merely changes the files
attributes and location so that the operating system will not look for the file. The situation with NTFS is
similar.

One avenue of attack is the recovery of data from residual data on a discarded hard drive. When deleting
confidential data from hard drives, removable disks or USB devices, it is important to extract all traces of
the data so that recovery is not possible.

Most official guidelines regarding the disposal of confidential magnetic data do not take into account the
depth of today's recording densities nor the methods used by the OS when removing data.

Removal of confidential personal information or company trade secrets in the past might have been
performed using the FORMAT command or the FDISK command. Using these procedures gives users a
sense of confidence that the data has been completely removed.

When using the FORMAT command Windows displays a message like this:
Important: Formatting a disk removes all information from the disk.

The FORMAT utility actually creates new FAT and ROOT tables, leaving all previous data on the disk
untouched. Moreover, an image of the replaced FAT and ROOT tables is stored so that the UNFORMAT
command can be used to restore them.

FDISK merely cleans the Partition Table (located in the drive's first sector) and does not touch anything
else.

Disk Clone Industrial is able to erase data on entire drive with a choice of One Pass Zeros and One Pass
Random international disk sanitizing standards

How fast?

An actual speed depends on many factors:

e HDD speed: RPM and SATA/SCSI/SAS type - the most important factor

e Disk Controller speed: SAS (6 Gbps/12 Gbps), SATA III (6Gbps), SATA II (3 Gbps), SATA I (1.5
Gbps)

e Computer overall performance (CPU + RAM)

For most modern computers and disks (manufactured within the last 5-7 years) SATA III standard is
supported, so erase speed is limited by HDD throughput (disk write speed) only.

Our tests give the results: 10 GB per minute (in average) per pass with decent computer
configuration and disks with age of up to 5 years old.

For example, 2 TB Toshiba disk has been erased on Windows platform with one pass within 3 hours and
32 minutes, 14 TB Western Digital disk - within 18 hours 53 minutes.



The following snapshots are real-test certificates for erasing of:
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1) 2 TB Toshiba (manufactured in 2015) SATA III (6 Gbps) 7200 rpm disk with One Pass Zeros showing
the average speed of 9 GB/min per pass

Disk Erase
Attributes

Results

Erase Method:
Verification:
Use Fingerprint:
Initialize Disk: No

Erase Range:
Mame:
Started at:
Duration:
Errors:
Result:

Active@ KillDisk

ERASE CERTIFICATE

One Pass Zeros, 1 pass
No
Mo

Disk Information
Mame:

Product Mame:

Serial Number:

Platform Mame:

PhysicalDrive1
TOSHIBA DTO1ACA200
X5GHTTATS
‘WW.\PhysicalDrive1

Whole disk

Erasing PhysicalDrive1
07/05/2020 10:04:27
03:32:19

Mo Errors

Erased

System Information

05: Windows 10 (10.0) Professional 64-bit
Type: x64 (AMD or Intel)

: RAW (Basic)

: 3,907,029,168
Bytes per Sector

2) 14 TB Western Digital (manufactured in 2019) SATA III (6 Gbps) 7200 rpm disk with One Pass Zeros

showing the average speed of 12 GB/min per pass

© 1999 - 2020 LSoft Technologies Inc.
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Active@ KillDisk

ERASE CERTIFICATE

Disk Erase

Attributes
Erase Method: One Pass Zeros, 1 pass
Verification: Mo
Use Fingerprint: Mo
Initialize Disk: No

Disk Infoermation

Hame: PhysicalDrive1 Size: 12.7 TB
Product Mame: WDC WUH721414ALE6L4 Total Sectors: 27,344 ,764,928
Serial Number: Z2ZH2VXGT Bytes per Sector: 512

Platform Mame: \\.\PhysicalDrive1

Results
Erase Range: Whole disk
Mame: Erasing PhysicalDrive1
Started at: 07/05/2020 17:48:54
Duration: 18:53:08
Errors: Mo Errors
Result: Erased

System Information
05: Windows 10 Professional 64-bit
Type: x64 (AMD or Intel)

Hardware Information

Manufacturer: System manufacturer Mame: System Product Name
Description: AT/AT COMPATIBLE System: x64-based PC
Logical Processors: B Physical Processors: 1

Memory: 15.8 GB

Erase Methods (Sanitation Standards)

One Pass Zeros or One Pass Random

When using One Pass Zeros or One Pass Random standard, the number of passes is fixed and cannot
be changed. When the write head passes through a sector, it writes only zeros or a series of random
characters.

© 1999 - 2020 LSoft Technologies Inc.
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General

{Computer ID}
Workstation (computer) ID
{0s}

Operating System name
{AppName}

Application name
{AppVersion}
Application full version
{KernelVersion}

Kernel version
{UniquelD}

Generated unique 8 symbols ID

Date & Time

Tags to represent current date in different formats:

{Date(YYYYMMDD)}

Complete date in full form without delimiters
{Date(YYYY-MM-DD)}

Complete date in full form with delimiters
{Date(YYMMDD)}

Complete date in short form without delimiters
{Date(YYYY)}

Year in full form

{Date(YY)}

Year in short form

{Date(Month)}

Full month name as literal

{Date(MM)}

Month as digital with leading zero
{Date(DD)}

Day of month with leading zero
{Time(HHmmss)}

Time with hours, minutes and seconds without delimiters
{Time(HH-mm-ss)}

Time with hours, minutes and seconds with delimiters
{Time(HH)}

Hours with leading zero



{Time(mm)}

Minutes with leading zero
{Time(ss)}

Seconds with leading zero

Disk
Values for these hame tags retrieved from context device:

{Serial ID}
Disk serial number, retrieved from OS or from S.M.A.R.T. attributes

{Platform ID}
Disk platform identification (may be vary due to OS format)

{Product ID}
Disk manufacturer Id

{Model}

Disk model name (if available)
{Size}

Disk size in gigabytes
{Sectors}

Disk size in sectors

Processing attributes

Disk processing attributes based on execution conditions:

{Method}
Erase method

{Passes}

Erases passes description
{Verified}
Verification attribute
{DateStarted}
Process start date
{TimeStarted}
Process start time
{TimeElapsed}
Process elapsed time
{Status}

Overall completion status for group processing or separate disk processing status.

{StatusCode}
Overall process result digital code

Item processing attributes

Item processing attributes based on execution conditions:
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{ProcessType}
Process type name

{ProcessedAs}
Process short name

{Range}
Processed disk range
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